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Legal Information

©2022 Hangzhou Hikvision Digital Technology Co., Ltd. All rights reserved.

About this Manual

The Manual includes instructions for using and managing the Product. Pictures, charts, images and
all other information hereinafter are for description and explanation only. The information
contained in the Manual is subject to change, without notice, due to firmware updates or other
reasons. Please find the latest version of this Manual at the Hikvision website
(https://www.hikvision.com/).

Please use this Manual with the guidance and assistance of professionals trained in supporting the
Product.

Trademarks

HIKVISION and other Hikvision's trademarks and logos are the properties of

Hikvision in various jurisdictions.
Other trademarks and logos mentioned are the properties of their respective owners.

Disclaimer

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THIS MANUAL AND THE PRODUCT
DESCRIBED, WITH ITS HARDWARE, SOFTWARE AND FIRMWARE, ARE PROVIDED "AS IS" AND
"WITH ALL FAULTS AND ERRORS". HIKVISION MAKES NO WARRANTIES, EXPRESS OR IMPLIED,
INCLUDING WITHOUT LIMITATION, MERCHANTABILITY, SATISFACTORY QUALITY, OR FITNESS FOR
A PARTICULAR PURPOSE. THE USE OF THE PRODUCT BY YOU IS AT YOUR OWN RISK. IN NO EVENT
WILL HIKVISION BE LIABLE TO YOU FOR ANY SPECIAL, CONSEQUENTIAL, INCIDENTAL, OR INDIRECT
DAMAGES, INCLUDING, AMONG OTHERS, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUSINESS
INTERRUPTION, OR LOSS OF DATA, CORRUPTION OF SYSTEMS, OR LOSS OF DOCUMENTATION,
WHETHER BASED ON BREACH OF CONTRACT, TORT (INCLUDING NEGLIGENCE), PRODUCT LIABILITY,
OR OTHERWISE, IN CONNECTION WITH THE USE OF THE PRODUCT, EVEN IF HIKVISION HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES OR LOSS.

YOU ACKNOWLEDGE THAT THE NATURE OF THE INTERNET PROVIDES FOR INHERENT SECURITY
RISKS, AND HIKVISION SHALL NOT TAKE ANY RESPONSIBILITIES FOR ABNORMAL OPERATION,
PRIVACY LEAKAGE OR OTHER DAMAGES RESULTING FROM CYBER-ATTACK, HACKER ATTACK,
VIRUS INFECTION, OR OTHER INTERNET SECURITY RISKS; HOWEVER, HIKVISION WILL PROVIDE
TIMELY TECHNICAL SUPPORT IF REQUIRED.

YOU AGREE TO USE THIS PRODUCT IN COMPLIANCE WITH ALL APPLICABLE LAWS, AND YOU ARE
SOLELY RESPONSIBLE FOR ENSURING THAT YOUR USE CONFORMS TO THE APPLICABLE LAW.
ESPECIALLY, YOU ARE RESPONSIBLE, FOR USING THIS PRODUCT IN A MANNER THAT DOES NOT
INFRINGE ON THE RIGHTS OF THIRD PARTIES, INCLUDING WITHOUT LIMITATION, RIGHTS OF
PUBLICITY, INTELLECTUAL PROPERTY RIGHTS, OR DATA PROTECTION AND OTHER PRIVACY RIGHTS.
YOU SHALL NOT USE THIS PRODUCT FOR ANY PROHIBITED END-USES, INCLUDING THE
DEVELOPMENT OR PRODUCTION OF WEAPONS OF MASS DESTRUCTION, THE DEVELOPMENT OR
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PRODUCTION OF CHEMICAL OR BIOLOGICAL WEAPONS, ANY ACTIVITIES IN THE CONTEXT RELATED
TO ANY NUCLEAR EXPLOSIVE OR UNSAFE NUCLEAR FUEL-CYCLE, OR IN SUPPORT OF HUMAN
RIGHTS ABUSES.

IN THE EVENT OF ANY CONFLICTS BETWEEN THIS MANUAL AND THE APPLICABLE LAW, THE
LATTER PREVAILS.
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Symbol Conventions

The symbols that may be found in this document are defined as follows.

Symbol Description

&Danger Indicates a hazardous situation which, if not avoided, will or could
result in death or serious injury.

m . Indicates a potentially hazardous situation which, if not avoided,
Caution . .

could result in equipment damage, data loss, performance
degradation, or unexpected results.

E@Note Provides additional information to emphasize or supplement
important points of the main text.
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Chapter 1 About Web Client

1.1 About This Document

This user manual is intended for the administrator of the system.

The manual guides you to establish and configure the surveillance system. Follow this manual to
perform system activation, access of the system, and configuration of the surveillance task via the
provided Web Client, etc. To ensure the properness of usage and stability of the system, refer to
the contents below and read the manual carefully before installation and operation.

1.2 Introduction

The platform is developed for the management of surveillance system and features flexibility,
scalability high reliability, and powerful functions.

The platformprovides features including central management, information sharing, convenient
connection, and multi-service cooperation. It is capable of adding devices for management, live
view, video storage and playback, alarm linkage, access control, time and attendance, face
comparison, and so on.

iNote

The modules on the platform vary with the License you purchased. For detailed information,
contact our technical support.

The complete platform contains the following components. You can install the components
according to actual needs.

Component Introduction

e Provides the unified authentication service
for connecting with the clients and servers.

® Provides the management for the users,

System Management Service (SYS) roles, permissions, devices, and services.

e Provides the configuration APIs for
surveillance and management modules.

Provides forwarding and distributing the audio

Streaming Service (Optional) and video data of live view

The following table shows the provided clients for accessing or managing the platform.
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Client

Introduction

Control Client

Control Client is a C/S software which provides
multiple operating functionalities, including
live view, PTZ control, video playback and
download, alarm receiving, log search, and so
on.

Web Client

Web Client is a B/S client for managing system.
It provides multiple functionalities, including
device management, area management,
recording schedule settings, event
configuration, user management, and so on.

Mobile Client

Mobile Client is the software designed for
getting access to the platform via Wi-Fi, 4G,
and 5 G networks with mobile device. It fulfills
the functions of the devices connected to the
platform, such as live view, remote playback,
PTZ control, and so on.
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Chapter 2 Login

You can access and configure the platform via web browser directly, without installing any client
software on the your computer.

E@Note

The login session of the Web Client will expire and a prompt with countdown will appear after the
configured time period in which there is no action. For setting the time period, refer to System

Security Settings.

2.1 Recommended Running Environment

The following is recommended system requirement for runningthe Web Client.
CPU

Intel® Core™ I3 and above

Memory
4 GB and above

Web Browser

Internet Explorer® 11 and above, Firefox®) 84 and above, Google Chrome® 84 and above,
Safari® 11 and above, Microsoft® Edge 89 and above.

iNote

You should run the web browser asthe administrator.

2.2 First Time Login

If this is the first time for you to login, you can choose to login as admin or normal user according
to your user role.

2.2.1 Login for First Time for admin User

By default, the system predefined the administrator user named admin. When you login via the
Web Client for the first time, you are required to create a password for the admin user before you
can properly configure and operate the system.

Steps

1. In the address bar of the web browser, enter the address of the PC running SYS service and
press Enter key.
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Example

If the IP address of PC running SYS is 172.6.21.96, and you should enter http://172.6.21.96 or
https://172.6.21.96 in the address bar.

E@Note

® You should set the transfer protocol before accessing the SYS. For details, refer to Set.
Transfer Protocol.

e You should set the SYS's IP address before accessing the SYS via WAN. For details, refer to Set
WAN Access.

2. Enter the password and confirm password for the admin user in the pop-up Create Password
window.

E@Note

The password strength can be checked by the system and should meet the system requirements.
The default minimum password strength should be Medium. For setting minimum password
strength, refer to System Security Settings.

&Caution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

3. Click OK.
Web Client home page displays after you successfully creating the admin password.
Result

After you logging in, the Site Name window opens and you can set the site name for the current
system as you want.

EENote

You can also set it in System - Normal - User Preference. See Set User Preference for details.
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2.2.2 First Time Login for Normal User

When you log in to the system as normal user via Web Client for the first time, you should change
the initial password and set a new password for login.
Steps
1. In the address bar of the web browser, input the address of the PC running SYS service and
press the Enter key.
Example

If the IP address of PC running SYS is 172.6.21.96, and you should enter http://172.6.21.96 or
https://172.6.21.96 in the address bar.

E@Note

You should configure the SYS's IP address in WAN Access of System Configuration before
accessing the SYS via WAN. For details, refer to Set WAN Access.

2. Enter the user name and password.

E@Note

Contact the administrator for the user name and initial password.

3. Click Log In and the Change Password window opens.
4. Set a new password and confirm the password.

EENote

The password strength can be checked by the system and should meet the system requirements.
If password strength is lower than the required minimum strength, you will be asked to change
your password. For setting minimum password strength, refer to System Security Settings.

&Caution

The password strength of the device can be checked by the system. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you reset your
password regularly, especially in the high security system, resetting the password monthly or
weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

5. Click OK to change the password.
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Result
Web Client home page displays after you successfully logging in.

2.3 Login via Web Client

You can access the system via web browser and configure the system.

Steps

1. In the address bar of the web browser, input the address of the PC running SYS service and
press Enter key.
Example

If the IP address of PC running SYS is 172.6.21.96, and you should enter http://172.6.21.96 or
https://172.6.21.96 in the address bar.

E@Note

You should configure the SYS's IP address in WAN Access of System Configuration before
accessing the SYS via WAN. For details, refer to Set WAN Access.

2. Enter the user name and password.
3. Click Log In to log in to the system.

E@Note

e [f failed password attempt of current user is detected, you are required to input the
verification code. The failed password attempts from current client, other client, and other
address will all require the verification code.

e The failed password attempt and verification code attempt from current client, other client
(e.g., Control Client), and other address will all be accumulated. Your IP address will be locked
for a specified period of time after specific number of failed password or verification code
attempts detected. For setting failed login attempts and locking duration, refer to System
Security Settings.

e The account will be frozen for 30 minutes after 5 failed password attempts. The failed
password attempts from current client, other clients (e.g., Control Client), and other
addresses will all be accumulated.

e The password strength can be checked by the system and should meet the system
requirements. If password strength is lower than the required minimum strength, you will be
asked to change your password. For setting minimum password strength, refer to System
Security Settings.

e |f your password is expired, you will be asked to change your password when login. For
setting maximum password age, refer to System Security Settings.
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Result
Web Client home page displays after you successfully logging in to the system.

2.4 Change Password for Reset User

When the normal user's password is reset by admin user, he/she should change the initial
password and set a new password when logging into HikCentral-Workstation via the Web Client.

Steps

1.

w

5.

In the address bar of the web browser, enter the address of the PC running SYS service and
press Enter key.
Example

If the IP address of PC running SYS is 172.6.21.96, and you should enter http://172.6.21.96 or
https://172.6.21.96 in the address bar.

E@Note

You should configure the SYS's IP address in WAN Access of System Configuration before
accessing the SYS via WAN. For details, refer to Set WAN Access.

. Enter the user name and initial password set by the administrator.
. Click Log In and a Change Password window opens.
. Set a new password and confirm the password.

EENote

The password strength can be checked by the system and should meet the system requirements.
If password strength is lower than the required minimum strength, you will be asked to change
your password. For setting minimum password strength, refer to System Security Settings.

&Caution

The password strength of the device can be checked by the system. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you reset your
password regularly, especially in the high security system, resetting the password monthly or
weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

Click OK.
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Result
Web Client home page displays after you successfully changing the password.

2.5 Forgot Password

If you forgot the your account's password, you can reset the password and set a new password.

Before You Start

e Make sure the normal user has been configured with an available email address.
® Make sure the email server is tested successfully.

Steps

1. On the login page, enter a user name in the User Name field.
2. Click Forgot Password.

Reset Password X
User Name = Mabel
*Verification Code Get Code
*New Password ®
—
*Confirm Password &

Figure 2-1 Reset Password for Normal User
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Reset Password X
*Activation Code Get Code
*New Password &
I
*Confirm Password ®

Figure 2-2 Reset Password for admin User
3. Enter the required information on the Reset Password pane.

— For the admin user, enter the License activation code, new password, and confirm password.

iNote

If you forget the License activation code, you can click Get Code to send the activation code
to the email address configured when activating the License in online mode. For setting an
email for the admin user, refer to Activate License - Online.

— For normal users, click Get Code to send the verification code to the email address configured
when adding the user. And then enter the received verification code, new password, and
confirm password within 10 minutes.

E@Note

If the email address is not set for the normal user, contact the admin user to reset the
password and change the password when login.

— For domain user, contact the admin user to reset the password.

E@Note

The password strength can be checked by the system and should meet the system requirements.
If password strength is lower than the required minimum strength, you will be asked to change
your password. For setting minimum password strength, refer to System Security Settings.
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&Caution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

4. Click OK.

10
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Chapter 3 Download Mobile Client

On the login page of Web Client, you can scan the QR code to download the Mobile Client that is
used for accessing the system via mobile terminal (e.g., mobile phone).

Perform this task when you need to download the Mobile Client.

E@Note

You can also search and download the Mobile Client in the App Store.

Steps
1. In the address bar of the web browser, enter the address of the PC running SYS service and
press Enter key.

Example

If the IP address of PC running SYS is 172.6.21.96, and you should enter http://172.6.21.96 in
the address bar.

E@Note

You should configure the SYS's IP address in WAN Access of System Configuration before
accessing the SYS via WAN. For details, refer to Set WAN Access.

2. Scan the corresponding QR code with your mobile terminal to download the Mobile Client.

11
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Chapter 4 Web Control

For accessing the Web Client via web browser, you must install a web control on the PC on which
you access the Web Client when performing some functions, e.g., live view, playback, and
searching online devices. Web Client automatically asks you to install the web control when you
want to access the corresponding functions, and you can follow the prompts to install it on the PC.

12
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Chapter 5 Home Page Overview

The default Home page of the Web Client provides a visual overview of function modules on the
platform. You can access specific modules quickly and conveniently via the Home page.

E@Note

After you entered the modules, tabs will appear in the top of the Web Client, you can click tabs to

quickly switch modules. You can also click or in the tab area to refresh or exit from the
module.

Alarm Deteclion"‘h
L4
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s _ ~ rér“ B 4:‘. . BAttendance
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Figure 5-1 Default Home Page

Table 5-1 Default Home Page Description

Section Module Description

The navigation bar shows the available functions
determined by the Licenses you purchased.

Navigation
Top Navigation iconE You can add some frequently used or important modules
Bar to the navigation bar for convenient access. See details
in Customize Navigation Bar.
Wizard

Video

A wizard which guides you through the management and applications of video. You can also

13
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view the flow chart which introduces the video resource management, recording configurations,
and video application in Flow Chart of Video Management.

Access Control

A wizard which guides you through the basic configurations of access control. You can also view
the flow chart which introduces the configurations and operations of access control in Flow
Chart.

Vehicle and Parking

A wizard which guides you through the management and applications of vehicle and parking.
You can also view the flow chart which introduces the management of parking lots, vehicles,
and entry & exit rules, parking fee rules, parking guidance, and vehicle & record search in Flow
Chart of Vehicle and Parking Management.

Alarm Detection

A wizard which guides you through the management and configurations of alarm detection. You
can also view the flow chart which introduces the management of security control panels and

alarm inputs, defense template configuration, and event & alarm management in Flow Chart of
Alarm Detection.

Attendance

A wizard which guides you through the management and configurations of attendance. You can
also view the flow chart which introduces the management of devices, person groups, and
persons, basic attendance configuration, attendance rule configuration, and record search and
handling in Flow Chart.

Maintenance and
Management

License

You can view the License details, activate, upgrade, and deactivate the License if needed.
For more details, refer to License Management.

Back Up and Restore System Data

You can manually back up the data in the system, or configure a schedule to run the backup task
regularly.

When an exception occurs, you can restore the database if you have backed up the database.
For more details, refer to Set System Data Backup and Restore System Data.

Export Configuration Data

You can export and save configuration data to your local PC.
For more details, refer to Export Configuration File.

Download Installation Package

Download the installation package of other clients, such as Control Client.

About

14
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Check the version information of the Web Client.
View the License Agreement and Open-Source License Agreement.

Account

Change Password

Change the password of the current user.
For more details, refer to Change Password of Current User.

Logout
Log out of the system and back to the login page.

Switch to Map Configure a map for displaying
Configuration For more information, refer to

Four predefined modes are pr:
Mode, System Installation and
Security Control and Managen
Switch Home Attendance Management Moc

Default H P
efault Home Page Page Mode

You can also customize the Ho

See more details in Customize
Mode.

Left Overview
Pane

Maintenance

The Maintenance module provides the overview of device network status, service running
status, and health checking results.

You can refresh to view the real-time status or results.

See more details in Maintenance.

Intelligent Analysis

The Intelligent Analysis module provides the report overview of people feature analysis, people
counting, and heat analysis.

You can refresh to view the real-time analysis results, or export them in different formats.

See more details in Intelligent Analysis Report.

Access Control

The Access Control module provides today's access record statistics, today's access trend,
today's top 5 abnormal record types, and regional counting statistics of people stayed.
You can refresh to view the real-time trend, top 5 types, and statistics, or export them in
different formats.

See more details in Access Control Management.

15
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Vehicle

The Vehicle module provides the real-time status of parking spaces, today's occupancy rate of
parking spaces, today's parking duration distributions, and today's vehicle passing trend.

You can refresh to view the real-time information and export it in different formats.

See more details in Vehicle and Parking Management.

Alarm

The Alarm module provides today's alarm statistics, the last 7 days' alarm trend, today's top 5
alarm categories, and today's top 5 alarm areas.

You can refresh to view the trend, top 5 categories, and top 5 alarm areas, or export them in
different formats.

See more details in Event and Alarm Configuration.

On the scene graph of the def:
click the module names to qui
corresponding configuration a

Quickly Access to
Modules

5.1 Customize and Switch Home Page Mode

You can switch to the default Home page mode to three predefined modes (that are, System
Installation and Management, Security Control Management, and Attendance Management) for
different scenarios or customize a mode as needed.

Steps

1. In the top right corner of Home page, click Switch Mode to enter the mode switch page.

System Installation and Management Security Control and Management Attendance Management Custom Mode

All Modules

Figure 5-2 Customize and Switch Home Page Mode

2. Optional: In the All Modules field, click Recently Visited or All to show and quickly access to the
recently visited modules or all available modules.

16
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E@Note

The displayed modules in the Recently Visited tab will keep refreshing according to the modules
visited by the current user.

. Optional: Customize a mode.
1) In the top right corner, click Custom Mode to display mode configuration panel.
2) In the module name field, click + to add module(s) to the mode.

-3
z
3

Mobile Monitoring

Includes the configuration of vehides, data storage, driving rules, and driving monitos

¥ A0

Get Started

Health Status

iBEE > DA
g
w
®
+ ]

Figure 5-3 Customize Home Page Mode

The added module(s) are displayed under the All Modules field.
3) Optional: Click i or * toremove the module(s) or section(s) from the mode.
. At the top of the page, click a predefined or custom mode to switch the Home page mode.
The modules contained in the mode are displayed under the All Modules field. You can click the
tabs to switch the detailed and visual views of different modules.
. Optional: In the top right corner of mode switching page, click Cancel to cancel setting mode.
. Optional: In the top right corner of mode switching page, click Restore Default to switch to the
default mode.
. In the top right corner of mode switching page, click Save to save the mode settings.

5.2 Customize Navigation Bar

To conveniently access some frequently used or important modules, you can customize the

navigation bar.

Steps

1. In the top left corner of the Client, select - All Modules to display the navigation bar
andthe All Modules pane.

17
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Home

Al Modules

Mobile Monitoring

Figure 5-4 Navigation Bar and All Modules Panel

2. On the All Modules panel, move the cursor to a module item.
Anicon [ appears beside the module name.

3. Click B to add the selected module to the navigation bar.
The icon B of the corresponding module turns to .

4. Optional: Click [ to remove the module from the navigation bar.

18
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Chapter 6 Getting Started

The following content describes the tasks typically involved in setting a working system.

Verify Initial Configuration of Devices and Other Servers

Before doing anything on the platform, make sure the devices (encoding devices, access control
devices, and so on) you are going to use are correctly mounted and connected to the network
as specified by the manufacturers. Such initial configurations are required in order to connect
the devices to the platform via network.

Log In to Web Client
Refer to Login for First Time for admin User.

Activate License
Refer to Activate License - Online or Activate License - Offline.

Add Devices to Platform and Configure Area

The platform can quickly scan your network for relevant devices, and add them. Or you can add
the devices by inputting the required information manually. The devices added should be
organized into areas for convenient management. Refer to Resource Management and Area

Management.

Configure Recording Settings

You can record the video files of the cameras on the storage device according to the configured
recording schedule. The schedule can be set as continuous, alarm triggered, or command
triggered as desired. Refer to Configure Storage and Recording.

Configure Event and Alarm

The camera exception, device exception, server exception, alarm input, and so on, can trigger
linkage actions in the platform. Refer to Event and Alarm Configuration.

Configure Users

Specify who should be able to access the platform, and how. You can set different permissions
for the users to limit their operations. Refer to Role and User Management.

19
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Chapter 7 License Management

After installing HikCentral-Workstation, you have a temporary License for a specified number of

cameras and limited functions. To ensure the proper use of HikCentral-Workstation, you can

activate the SYS to access more functions and manage more devices. If you do not want to activate

the SYS now, you can skip this chapter and activate the system later.

Two types of License are available for HikCentral-Workstation:

e Base: You need to purchase at least one basic License to activate the HikCentral-Workstation.

e Expansion: If you want to increase the capability of your system (e.g., connect more cameras),
you can purchase an expanded License to get additional features.

E@Note

e Only the admin user can perform the activation, update, and deactivation operation.
e If you encounter any problems during activation, update, and deactivation, please send the
server logs to our technical support engineers.

7.1 Activate License - Online

If the SYS server to be activated can properly connect to the Internet, you can activate the SYS
server in online mode.

Steps

1. Log in to HikCentral-Workstation via the Web Client. Refer to Login via Web Client.
2. On the Home page, click Activate to open the Activate License panel.
3. Click Online Activation to activate the License in online mode.
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Activate License X

Activation Type

Online Activation

m The 5YS to be activated can connect to the Internet

Offline Activation
mn The 5YS to be activated cannot connect to the Intermet.

Activation Code

| accept the term... Hikvision Software User License Agreement
Machine Environment Type

Physical Machine v

Hot Spare

Activate Cancel

Figure 7-1 Activate License in Online Mode
4. Enter the activation code received when you purchased your License.

E@Note

e If you have purchased more than one Licenses, you can click -+ and enter other activation
codes.
e The activation code should contain 16 characters or 32 characters (except dashes).

5. Check I accept the terms of the agreement to open the License Agreement panel and click OK.
6. Optional: Select the machine environment type.

Physical Machine (Default)

A physical computer that contains hardware specifications and is used for running the SYS. If
the hardware changed, the License will be invalid, and the SYS may not run normally.
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AWS (Amazon® Web Services)
A virtual machine that provides the cloud computing services for running the SYS.

Azure (Microsoft® Azure)
A virtual machine that provides the cloud computing services for running the SYS.

E@Note

If you select the AWS or Azure as the machine environment type, the external servers cannot
access the platform. And the Rose hot spare system is also not supported.

7. Optional: Check the Hot Spare, select type, and enter the IP address if you want to build a hot
spare system.

E@Note

® You must select Hot Spare mode when you install the system.
e For how to build the hot spare system, please contact our technical support engineers.

8. Click Activate.
The email settings pane will appear after you activated the License.
9. Enter an email address for the admin user.

EENote

This email is used to receive the License activation code when the admin user forgets the
password for logging in to the platform and the activation code at the same time.

10. Set the email server parameters. See details in Configure Email Account.
11. Click OK to save the email settings.

7.2 Activate License - Offline

If the SYSto be activated cannot connect to the Internet, you can activate the License in offline
mode.

Steps

1. Log in to HikCentral-Workstation via the Web Client.
2. On the Home page, click Activate to open the Activate License panel.
3. Click Offline Activation to activate the License in offline mode.
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Activate License X

Activation Type
Online Activation

L The SYS to be activated can connect to the Intermet

Offline Activation

[\l The SYS to be activated cannot connect to the Internet.

Step 1: Enter activation code and generate License reguest file

| accept the term... Hikvision Software User License Agreement
Machine Environment Type
Physical Machine v
Hot Spare
Generate Request File
Step 2: Generate respond file.
Enter the following website: https://kms.hikvision.com/#/active on the

computer that can connect to the Internet to enter the License
Activation Platform.

Upload the generated request file to generate a respond file.

Step 3: Import the respeond file,

Activate Cancel

Figure 7-2 Activate License in Offline Mode
4. Enter the activation code received when you purchased your License.

E@Note

e If you have purchased more than one Licenses, you can click -+ and enter other activation
codes.
e The activation code should contain 16 characters or 32 characters (except dashes).

5. Check I accept the terms of the agreement to open the License Agreement panel and click OK.
6. Optional: Select the machine environment type.

Physical Machine (Default)

A physical computer that contains hardware specifications and is used for running the SYS. If
the hardware changed, the License will be invalid, and the SYS may not run normally.
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9.

AWS (Amazon® Web Services)
A virtual machine that provides the cloud computing services for running the SYS.

Azure (Microsoft® Azure)
A virtual machine that provides the cloud computing services for running the SYS.

E@Note

If you select the AWS or Azure as the machine environment type, the external servers cannot
access the platform. And the Rose hot spare system is also not supported.

. Optional: Check the Hot Spare, select type, and enter the IP address if you want to build a hot

spare system.

E@Note

® You must select Hot Spare mode when you install the system.
e For how to build the hot spare system, please contact our technical support engineers.

. Click Generate Request File.

A request file named "ActivationRequestFile.bin" will be downloaded. Save the request file to
the proper directory or the removable storage medium (e.g., USB flash disk).
Copy the request file to the computer that can connect to the Internet.

10. On the computer which can connect to the Internet, enter the following website:

https://kms.hikvision.com/#/active.

11. Click Ty and then select the downloaded request file.

] Activate License in Offline Mode
Activate License in Offline Mode

In this section, you can perform the step @ of the license activation in offline mode.

T

Select the file here.

Figure 7-3 Select Request File

12. Click Submit.
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A respond file named "ActivationResponseFile.bin" will be downloaded. Save the respond file to
the proper directory or the removable storage medium (e.g., USB flash disk).

13. Copy the respond file to the proper directory of the computer that accesses
HikCentral-Workstation via the Web Client.

14. In the Offline Activation panel, click = and select the downloaded respond file.

15. Click Activate.
The email settings pane will appear after you activated the License.

16. Enter an email address for the admin user.

E@Note

This email is used to receive the License activation code when the admin user forgets the
password for logging in to the platform and the activation code at the same time.

17. Set the email server parameters. See details in Configure Email Account.
18. Click OK to save the email settings.

7.3 Update License - Online

As your project grows, you may need to increase the connectable number of resources (e.g.,
cameras) for your HikCentral-Workstation. If the SYS to be updated can properly connect to the
Internet, you can update the License in online mode.

Before You Start
Contact your dealer or our sales team to purchase a License for additional features.

Steps

1. Log in to HikCentral-Workstation via the Web Client. Refer to Login via Web Client for details.

2. In the top right corner of Home page, move the cursor to the Maintenance and Management to
show the drop-down menu.

. Click Update License in the drop-down menu to open the Update License panel.

. Click Online Update to update the License in online mode.

5. Enter the activation code received when you purchase your License.

E@Note

e |f you have purchased more than one Licenses, you can click + and enter other activation
codes.
e The activation code should contain 16 characters or 32 characters (except dashes).

B W

6. Check I accept the terms of the agreement to open the License Agreement panel and click OK.
7. Click Update.
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7.4 Update License - Offline

As your project grows, you may need to increase the connectable number of cameras for your
HikCentral-Workstation. If the SYS to be updated cannot connect to the Internet, you can update
the system in offline mode.

Before You Start
Contact your dealer or our sales team to purchase a License for additional features.

Steps

1. Log in to HikCentral-Workstation via the Web Client.

2. In the top right corner of Home page, move the cursor to Maintenance and Management to
show the drop-down menu.

3. Click Update License in the drop-down menu to open the Update License pane.

4. Click Offline Update to update the License inthe offline mode.
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Update License X

Update Type

Online Upgrade
mvm | The SYS to be updated can connect to the Internet.

Offline Upgrade
N

The SYS to be updated cannot connect to the Internet.

Step 1: Enter activation code and generate License request file.

I accept the term ...  Hikvision Software User License Agreement
Generate Request File
Step 2: Generate respond file.
Enter the following website: https://kms.hikvision.com/#/active on

the computer that can connect to the Internet to enter the License
Activation Platform.

Upload the generated request file to generate a respond file.

Step 3: Import the respond file.

Figure 7-4 Update License in Offline Mode

5. Enter the activation code of your additional License.

EENote

e |f you have purchased more than one License, you can click + and enter other activation
codes.
e The activation code should contain 16 characters or 32 characters (except dashes).

6. Check I accept the terms of the agreement to open the License Agreement panel and click OK.
7. Click Generate Request File.
A request file named "ActivationRequestFile.bin" will be downloaded. Save the request file to
the proper directory or the removable storage medium (e.g., USB flash disk).
8. Copy the request file to the computer that can connect to the Internet.
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9. On the computer which can connect to the Internet, enter the following website:
https://kms.hikvision.com/#/active.
10. Click T, and then select the downloaded request file.

se in Offline Mode

Activate License in Offline Mode
Deactivate License in Offline Mode

In this section, you can perform the step @ of the license activation in offline mode.

T

Select the file here.

Figure 7-5 Select Request File

11. Click Submit.
A respond file named "ActivationResponseFile.bin" will be downloaded. Save the respond file to
the proper directory or the removable storage medium (e.g., USB flash disk).

12. Copy the respond file to the proper directory of the computer that accesses
HikCentral-Workstation via the Web Client.

13. In the offline update panel, click & and select the downloaded respond file.

14. Click Update.

7.5 Deactivate License - Online

If you want to run the SYS on another PC or server, you should deactivate the SYS first and then
activate it again. If the computer or server on which the SYSrunningcan properly connect to the
Internet, you can deactivate the License in online mode.

Steps

1. Log in to HikCentral-Workstation via the Web Client. Refer to Login via Web Client.

2. In the top right corner of Home page, move the cursor to the Maintenance and Management to
show the drop-down menu.

. Click Deactivate License in the drop-down menu to open the Deactivate License panel.

. Click Online Deactivation to deactivate the License in online mode.

. Check the activation code(s) to be deactivated.

. Click Deactivate.

(o2 02 I~ R OF )
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7.6 Deactivate License - Offline

If you want to run the SYS on another computer or server, you should deactivate the SYS first and
then activate the SYS again. If the SYS to be deactivated cannot connect to the Internet, you can
deactivate the License in offline mode.

Steps

1. Log in to the HikCentral-Workstation via Web Client.

2. In the top right corner of the Client, move the cursor to the Maintenance and Management to
show the drop-down menu.

3. Click Deactivate License in the drop-down menu to open the Deactivate License pane.

4. Click Offline Deactivation to deactivate the License in offline mode.

Deactivate License X

Deactivation Type

Online Deactivation
==y The SYS to be deactivated can connect to the Internet.

Offline Deactivation

The SYS to be deactivated cannot connect to the
Internet.

Step 1: Enter activation code and generate License request file.

Generate Request File
Step 2: Generate respond file.
Enter the following website: https://kms.hikvision.com/#/deactive

on the computer that can connect to the Internet to enter the
License Deactivation Platform.

Upload the generated request file to generate a respond file.

Step 3: Import the respond file.

[

Deactivate Cancel

Figure 7-6 Deactivate License in Offline Mode
5. Check the activation code(s) to be deactivated.
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6. Click Generate Request File.

E@Note

After the request file is generated, the selected activation code(s) will be unavailable.

A request file named "ActivationRequestFile.bin" will be downloaded. Save the request file to
the proper directory or the removable storage medium (e.g., USB flash disk).

7. Copy the request file to the computer that can connect to the Internet.

8. On the computer which can connect to the Internet, enter the following website:
https://kms.hikvision.com/#/deactive.

9. Click T, and then select the downloaded request file.

In this section, you can perform the step @ of the license deactivation in offline mode.

T

Select the file here.

Figure 7-7 Select Request File

10. Click Submit.
A respond file named "DectivationResponseFile.bin" will be downloaded. Save the respond file
to the proper directory or the removable storage medium (e.g., USB flash disk).

11. Copy the respond file to the proper directory of the computer that accesses
HikCentral-Workstation via the Web Client.

12. In the Offline Deactivation pane, click =2 and select the downloaded respond file.

13. Click Deactivate.

30


https://kms.hikvision.com/

HikCentral-Workstation Web Client User Manual

7.7 View License Details

You can check the authorization details of the License you purchased and view the number of
manageable devices and function of your platform. If the License is not activated, you can also
view the trial period.

Steps

1.
2.

Log in to the HikCentral-Workstation via Web Client. See Login via Web Client for details.
In the top right corner of Home page, click Maintenance and Management to show the
drop-down menu.

. Click License Details in the drop-down menu to open the License Details panel.

You can view the authorization details and check the expiry date of the trial License or the
License you purchased.

. Optional: Click > besides the Cameras to show the number of facial and human body

cameras/ANPR cameras/Open Network Video Interface cameras and click Configuration to
select the added cameras as these types of cameras, respectively.

E@Note

e Configurationof Open Network Video Interface cameras is not supported.

e If you do not configure the facial and human body recognition camera/ANPR camera, these
cameras' functions (facial and human body recognition, and plate recognition,) cannot be
performed normally in the platform.

. Optional: Click License List to check all the activated License(s) of your platform and click an

activation code to view the related authorization details.
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License Details

License List

Activation Code Type

1t BASE(Trial)

X
~
License Expiry Date : 2C
Expiry Date
20
v

Figure 7-8 License List Page

7.8 Set SSP Expiration Prompt

SSP (Software Service Program ) refers to the platform's maintenance service, which contains the
primary service and the elite service, and has an expire date and needs to be upgraded before
expiration. You can set SSP expiration prompt on the platform. After that, when the SSP is going to
expire, you can receive an email reminding the expiration every day during the configured period.

Steps

1. In the top right corner of the client, select Maintenance and Management - License Details to

open the License Details panel.

2. Go to the bottom of details list and click

3. Set the Overdue Reminder switch to ON.

to enter the SSP Expiration Prompt Settings panel.
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4. Set the days when you will receive the prompt email before expiration.

E@Note

e You should enter an integer between 1 to 365.
e By default, the platform will send a prompt email 30 days before expiration.

5. Click Add User to add user(s) who can receive upgrade prompt.

E@Note

e You should configure the users' email addresses before adding them as recipients. The added
users can receive upgrade prompt via the bound email addresses.

e Up to 64 recipients can be added.

® You canclick < to delete the added user(s).

6. Click Add Email to add email address(es).

E@Note

You can add email of both the platform user(s) and other user(s). The platform will send
expiration prompt to the added email address(es).

7. Click Save.
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Chapter 8 Resource Management

HikCentral-Workstation supports multiple resource types, such as encoding device, access control
device, decoding device and Smart Wall. After adding them to the system, you can manage them,
configure required settings and perform further operations. For example, you can add encoding
devices for live view, playback, recording settings, event configuration, etc., add access control
devices for access control, time and attendance management, etc., add Smart Wall for displaying
decoded video on smart wall.

8.1 Create Password for Inactive Device(s)

Because of simple default password, the devices may be accessed by the unauthorized user easily.
For more security purpose, the default password is not provided for some devices. You are
required to create the password to activate them before adding them and performing some
operations on them via the platform. Besides activating the device one by one, you can also deal
with multiple ones at the same time. The devices which are batch activated should have the same
password.

Before You Start

e Make sure the devices you are going to use are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral-Workstation via network.

e This function should be supported by the device. Make sure the devices you want to activate
support this function.

Perform this task when you need to activate the detected online devices. Here we take creating
password for the encoding device as an example.

Steps

1. In the top left corner of Home page, select - All Modules - General -> Resource
Management.

2. Click Device and Server - Encoding Device on the left.

3. View the device status (shown on Security column) and select one or multiple inactive devices.

4. Click V to open the Device Activation window.

5. Create a password in the password field, and confirm the password.
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&Caution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

6. Click Save to create the password for the device.
An Operation completed. message is displayed when the password is set successfully.

7. Click @ in the Operation column to change the device's IP address, subnet mask, gateway, etc.,
if needed.

E@Note

For details, refer to Edit Online Device's Network Information.

8.2 Edit Online Device's Network Information

The online devices, which have IP addresses in the same local subnet with SYS server or Web
Client, can be detected by HikCentral-Workstation. For the detected online devices, you can edit
their network information as desired via HikCentral-Workstation remotely and conveniently. For
example, you can change the device IP address due to the changes of the network.

Before You Start

For some devices, you should activate it before editing its network information. Refer to Create
Password for Inactive Device(s) for details.

Perform this task when you need to edit the network information for the detected online devices.
Here we take creating password for the encoding device as an example.

Steps

1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

2. Click Device and Server - Encoding Device on the left.

3. In the Online Device area, select a network type.
Server Network

The detected online devices in the same local subnet with the SYS server will be listed.

Local Network
The detected online devices in the same local subnet with the Web Client will be listed.
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4. View the device status on Security column, and click [£ in the Operation column of an active
device.

5. Change the required parameters, such as IP address, device port, HTTP port, subnet mask, and
gateway.

E@Note

The parameters may vary for different device types.

6. Click @ .
. Enter device's password.
8. Click Save.

~N

8.3 Manage Encoding Device

The encoding devices (e.g., camera, NVR, DVR) can be added to the system for management,
including editing and deleting the devices, remote configuration, changing online devices'
password, etc. You can also perform further operations based on the added devices, such as live
view, video recording, and event settings,

8.3.1 Add Detected Online Encoding Devices

The system can perform an automated detection for available encoding devices in the network
where the Web Client or server is located, which makes the devices' information about themselves
(e.g., IP address) recognized by the system. Based on the information, you can add the devices
quickly.

You can add one online devices at a time, or add multiple online devices in a batch.

iNote

You should install the web control according to the instructions and then the online device
detection function is available.

Add a Detected Online Encoding Device

For the detected online encoding devices, you can add the device one by one to
HikCentral-Workstation by specifying its user name, password and some other parameters.

Before You Start

o Make sure the devices (cameras, DVRs, etc.) you are going to use are correctly installed and
connected to the network as specified by the manufacturers. Such initial configuration is
required in order to be able to connect the devices to the HikCentral-Workstation via network.

e The devices to be added should be activated. Refer to Create Password for Inactive Device(s)
for details.
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Steps
1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

2. Click Device and Server - Encoding Device on the left panel.
3. In the Online Device area, select a network type.

Server Network

As the default selection, the detected online devices in the same local subnet with the SYS
server will be listed in the Online Device area.

Local Network

The detected online devices in the same local subnet with the Web Client will be listed in the
Online Device area.
4. In the Online Device area, select Hikvision Private Protocol/ Hikvision ISUP Protocol/Open
Network Video Interface Protocol to filter the detected online devices.

EENote

e Select Hikvision Private Protocol/Hikvision ISUP Protocol to add a Hikvision device and select
Open Network Video Interface Protocol to add a third-party device.

e To display the devices which are added to the platform via Open Network Video
Interface/ISUP protocol, you can go to - All Modules - General - System
Configuration - Network - Device Access Protocoland check Access via Open Network
Video Interface Protocol/Allow ISUP Registration.

5. In the Online Device area, select the active device to be added.
6. Click Add to Device List to open the Add Online Device window.

E@Note

If the NTP server is not configured, a prompt will appear on the top of the page. You can click
Configure to set the time synchronization. See Set NTP for details.

7. Set the required information.

Device Address
The IP address of the device, which is shown automatically.

Device Port
The port number of the device, which is shown automatically. The default port number is
8000.

Mapped Port

This function is only available when you select Hikvision Private Protocol to filter the
detected online devices. If you want to download pictures from the device, switch on
Mapped Port and enter the picture downloading port. By default, the port number is 80.

Verify Stream Encryption Key
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Switch on Verify Stream Encryption Key, and enter stream encryption key in Stream
Encryption Key on Device field. Then when starting live view or remote playback of the
device, the client will verify the key stored in SYS server for security purpose.

E@Note

This function should be supported by the devices. Refer to the user manual of the device for
getting the key.

Device Name

Create a descriptive name for the device. For example, you can use an alias that can show the
location or feature of the device.

User Name

The user name for administrator account created when activating the device or the added
non-admin account such as operator. When adding the device to HikCentral-Workstation
using the non-admin account, your permissions may restrict your access to certain features.

Password

The password required to access the account.

&Caution

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

8. Optional: Set the time zone for the device.
— Click Manually Set Time Zone, and click - to select a time zone from the drop-down list.

E@Note

You can click View to view the details of the current time zone.

— Click Get Device's Time Zone to get the device's time zone.

9. Optional: Switch on Add Resource to Area to import the channels of the added devices to an
area.

E@Note

e You can import all the resources including cameras, alarm inputs and alarm outputs, or the
specified camera(s) to the corresponding area.

® You can create a new area by the device name or select an existing area.

e If you do not import channels to area, you cannot perform operations such as live view,
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playback, event settings, etc., for the cameras.

10. Optional: If you choose to add resources to area, switch on Video Storage and select a storage
location as Encoding Device for recording.

E@Note

e The video files will be stored in the encoding device according to the configured recording

schedule.

e For adding the encoding device by domain name, the video files can only be stored in the
local storage of the device.

11. Optional: Set the quick recording schedule for added channels.

— Check Get Device's Recording Settings to get the recording schedule from the device and the
channels of the device will start recording according to the schedule.

— Uncheck Get Device's Recording Settings and set the required information, such as recording
schedule template, stream type, etc. Refer to Configure Recording for Cameras for details.

12. Click Add.

13. Optional: Perform the following operations after adding the online device.

Remote
Configurations

Change Password

Replace Device

Click ¢ in the Operation column to set the remote configurations of
the corresponding device.

EE]Note

For detailed operation steps about remote configuration, see the user
manual of the device.

Select the added device(s) and click Change Password to change the
password for the device(s).

ClilNote

e You can only change the password for online Hikvision devices
currently.

e |f the devices have the same password, you can select multiple
devices to change the password for them at the same time.

If the original device malfunctions, you can replace it with a new
device. After you replace it, move the cursoron ©® on the right of
the device name, and click Replace Device to confirm the
replacement.
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Wake Up the Solar After you add a solar camera, the network status will be displayed as

Camera offline, online (Asleep), or online (Waked up). You can click 2 in the
Operation column to wake up an asleep camera. You can also click
the device name to enter the editing device page, and click Wake Up
to wake the device up.

E@Note

If a device is in sleep mode, the communication between the solar
camera and the platform is not supported.

What to do next

For facial and human body camera/ANPR camera, click Maintenance and Management - License
Details > > - Configuration, and then select the added cameras as these types of cameras
respectively. Otherwise, these cameras' functions (facial and human body and plate recognition)
cannot be performed normally in the system.

Add Detected Online Encoding Devices in a Batch

For the detected online encoding devices, if they have the same user name and password, you can
batch add multiple devices to HikCentral-Workstation.

Before You Start

o Make sure the devices (cameras, DVRs, etc.) you are going to use are correctly installed and
connected to the network as specified by the manufacturers. Such initial configuration is
required in order to be able to connect the devices to the HikCentral-Workstation via network.

e The devices to be added should be activated. Refer to Create Password for Inactive Device(s)
for details about activating devices.

Steps

1. In the top left corner of Home page, select - All Modules - General -> Resource
Management.

2. Click Device and Server - Encoding Device on the left panel.

3. In the Online Device area, select a network type.

Server Network
As the default selection, the detected online devices in the same local subnet with the SYS
server will list in the Online Device area.

Local Network

The detected online devices in the same local subnet with the Web Client will list in the
Online Device area.
4. In the Online Device area, select Hikvision Private Protocol/ Hikvision ISUP Protocol/Open
Network Video Interface Protocol to filter the detected online devices.
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E@Note

e Select Hikvision Private Protocol/Hikvision ISUP Protocol to add a Hikvision device and select
Open Network Video Interface Protocol to add a third-party device.

e To display the devices which are added to the platform via Open Network Video
Interface/ISUP protocol, you can go to - All Modules - General - System
Configuration - Network - Device Access Protocoland check Access via Open Network
Video Interface Protocol/Allow ISUP Registration.

. In the Online Device area, select the active devices to be added.
. Click Add to Device List to open the Add Online Device dialog.

E@Note

If the NTP server is not configured, a prompt will appear on the top of the page. You can click
Configure to set the time synchronization. See Set NTP for details.

. Optional: Switch on Mapped Port and enter the picture downloading port if you want to
download pictures from the device.

E@Note

This function is only available when you select Hikvision Private Protocolto filter the detected
online devices. By default, the port No. is 80.

. Optional: Switch on Verify Stream Encryption Key, and enter stream encryption key in Stream
Encryption Key on Device field.

iNote

This function should be supported by the devices. Refer to the user manual of the device for
getting key.

When starting live view or remote playback of the camera, the client will verify the key stored in
SYS server for security purpose.
. Enter the same user name and password.
User Name
The user name for administrator account created when activating the device or the added
non-admin account such as operator. When adding the device to HikCentral-Workstation
using the non-admin account, your permissions may restrict your access to certain features.
Password
The password required to access the account.
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&Caution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

10. Optional: Set the time zone for the device.
— Click Manually Set Time Zone, and click ~ to select a time zone from the drop-down list.

E@Note

You can click View to view the details of the current time zone.

— Click Get Device's Time Zone to get the device's time zone.

11. Optional: Switch Add Resource to Area to on to import the channels of the added devices to
an area.

iNote

® You can import all the resources including cameras, alarm inputs and alarm outputs, or the
specified camera(s) to the corresponding area.

® You can create a new area by the device name or select an existing area.

e |f you do not import channels to area, you cannot perform operations such as live view,
playback, event settings, etc., for the cameras.

12. Click Add.

13. Optional: Perform the following operations after adding the online devices in a batch.
Remote Click ¢ in the Operation column to set the remote configurations of
Configurations the corresponding device.

E@Note

For details about remote configuration, see the user manual of the
device.

Change Password Select the added device(s) and click Change Password to change the
password for the device(s).

E@Note

e You can only change the password for online HIKVISION devices
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currently.
e If the devices have the same password, you can select multiple
devices to change the password for them at the same time.

Replace Device If the original device malfunctions, you can replace it with a new
device. After you replace it, move the cursoron ©® on the right of
the device name, and click Replace Device to confirm the
replacement.

Wake Up the Solar After you add a solar camera, the network status will be displayed as

Camera offline, online (Asleep), or online (Waked up). You can click 2 in the
Operation column to wake up an asleep camera. You can also click
the device name to enter the editing device page, and click Wake Up
to wake the device up.

E@Note

If a device is in sleep mode, the communication between the solar
camera and the platform is not supported.

What to do next

For facial and human body camera/ANPR camera, click Maintenance and Management - License
Details > > - Configuration, and then select the added cameras as these types of cameras
respectively. Otherwise, these cameras' functions (facial and human body and plate recognition)
cannot be performed normally in the system.

8.3.2 Add Encoding Device by IP Address/Domain

When you know the IP address or domain name of a device, you can add it to the platform by
specifying the IP address (or domain name), user name, password, etc.

Before You Start

Make sure the devices (cameras, DVRs, etc.) you are going to use are correctly installed and
connected to the network as specified by the manufacturers. Such initial configuration is required
in order to be able to connect the devices to the HikCentral-Workstation via network.

Steps

1. In the top left corner of Home page, select - All Modules - General -> Resource
Management.

2. Click Device and Server - Encoding Device on the left panel.

3. Click Add to enter the Add Encoding Device page.
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E@Note

If the NTP server is not configured, a prompt will appear on the top of the page. You can click
Configure to set the time synchronization. See Set NTP for details.

4. Select Hikvision Private Protocol/Open Network Video Interface Protocol as the Access
Protocol.

EENote

e Select Hikvision Private Protocol to add a Hikvision device and select Open Network Video
Interface Protocol to add a third-party device.

e To display the devices which are added to the platform via Open Network Video Interface
protocol, you can go to - All Modules - General - System Configuration -> Network
—> Device Access Protocoland check Access via Open Network Video Interface Protocol.

5. Select IP Address/Domain as the adding mode.
6. Enter the required information.
Device Address
The IP address or domain name of the device.

Add via TLS Protocol
This function is for Hikvision Private Protocol only. If you want to add the device via TLS
protocol, check Add via TLS Protocol, and the SDK service port will be encrypted.
Device Port
By default, the device port No. is 8000.

Mapped Port

This function is used for downloading pictures from devices added by Hikvision Private
Protocol. Set the Mapped Port switch to on and enter the picture downloading port No. that
you have configured in the remote configuration page of the device. The default port No. is
80.

Verify Stream Encryption Key

This function is for Hikvision Private Protocol only. Switch Verify Stream Encryption Key to
on, and enter the stream encryption key in the following Stream Encryption Key on Device
field. Then when starting live view or remote playback of the device, the client will verify the
key stored in SYS server for security purpose.

E@Note

This function should be supported by the devices. For details about getting the key, refer to
the user manual of the device.

Device Name
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Create a descriptive name for the device. For example, you can use an alias that can show the
location or feature of the device.

User Name

The user name for administrator created when activating the device or the added non-admin
users. When adding the device to HikCentral-Workstation using the non-admin user, your
permissions may restrict your access to certain features.

Password

The password required to access the account.

&Caution

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

7. Optional: Set the time zone for the device.
— Click Manually Set Time Zone, and click - to select a time zone from the drop-down list.

LiNote

You can click View to view the details of the current time zone.

— Click Get Device's Time Zone to get the device's time zone.
8. Optional: Switch Add Resource to Area to on to import the channels of the added devices to an
area.

E@Note

e You can import all the resources including cameras, alarm inputs and alarm outputs, or the
specified camera(s) to the corresponding area.

® You can create a new area by the device name or select an existing area.

e |f you do not import channels to area, you cannot perform operations such as live view,
playback, event settings, for the cameras.

9. Optional: If you choose to add resources to area, switch on Video Storage and select a storage
location as Encoding Device for recording.

[ENote

e The video files will be stored in the encoding device according to the configured recording
schedule.

e For adding the encoding device by domain name, the video files can only be stored in the
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local storage of the device.

10. Optional: Set the quick recording schedule for added channels.
— Check Get Device's Recording Settings to get the recording schedule from the device and the
channels of the device will start recording according to the schedule.
— Uncheck Get Device's Recording Settings and set the required information, such as recording
schedule template, stream type. Refer to Configure Recording for Cameras for details.
11. Finish adding the device.
— Click Add to add the encoding device and back to the encoding device list page.
— Click Add and Continue to save the settings and continue to add other encoding devices.
12. Optional: Perform the following operation(s) after adding the devices.

Remote Click © in the Operation column to set the remote configurations of
Configurations the corresponding device.

E@Note

For detailed operation steps for the remote configuration, see the
user manual of the device.

Change Password Select the added device(s) and click Change Password to change the
password for the device(s).

LilNote

e You can only change the password for online HIKVISION devices
currently.

e |f the devices have the same password, you can select multiple
devices to change the password for them at the same time.

Replace Device If the original device malfunctions, you can replace it with a new
device. After you replace it, move the cursoron ©® on the right of
the device name, and click Replace Device to confirm the
replacement.

What to do next

For facial and human body camera/ANPR camera, click Maintenance and Management - License
Details > > - Configuration, and then select the added cameras as these types of cameras
respectively. Otherwise, these cameras' functions (facial and human body and plate recognition)
cannot be performed normally in the system.
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8.3.3 Add Encoding Devices by IP Segment

When multiple encoding devices to be added have the same port number, user name, password,
and have different IP addresses within a range, you can add devices by specifying the IP segment
and some other related parameters.

Before You Start

Make sure the devices (cameras, DVRs, etc.) you are going to use are correctly installed and
connected to the network as specified by the manufacturers. Such initial configuration is required
in order to be able to connect the devices to the HikCentral-Workstation via network.

Steps

1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

2. Click Device and Server - Encoding Device on the left panel.

3. Click Add to enter the Add Encoding Device page.

EENote

If the NTP server is not configured, a prompt will appear on the top of the page. You can click
Configure to set the time synchronization. See Set NTP for details.

4. Select Hikvision Private Protocol/Open Network Video Interface Protocol as the Access
Protocol.

E@Note

e Select Hikvision Private Protocol to add a Hikvision device, while select Open Network Video
Interface Protocol to add a third-party device.

e To display devices which can be added to the platform via Open Network Video Interface
Protocol, you need to go to - All Modules - General - System Configuration -
Network - Device Access Protocol and check Access via Open Network Video Interface
Protocol.

5. Select IP Segment as the adding mode.
6. Enter the required information.

Device Address
Enter the start IP address and the end IP address where the devices are located.

Add via TLS Protocol

If you want to add the device via TLS protocol, check Add via TLS Protocol, and the SDK
service port will be encrypted.

Device Port
By default, the device port No. is 8000.

Mapped Port
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This function is used for downloading pictures from devices added by Hikvision Private
Protocol. Set the Mapped Port switch to on and enter the picture downloading port No. that
you have configured in the remote configuration page of the device. The default port No. is
80.

Verify Stream Encryption Key

This button is for Hikvision Private Protocol only. You can switch Verify Stream Encryption
Key to on, and enter the stream encryption key in the following Stream Encryption Key on
Device field. Then when starting live view or remote playback of the device, the client will
verify the key stored inSYS server for security purpose.

E@Note

This function should be supported by the devices. Refer to the User Manual of the device for
getting key.

User Name

The user name for administrator created when activating the device or the added non-admin
users. When adding the device to HikCentral-Workstation using the non-admin user, your
permissions may restrict your access to certain features.

Password

The password required to access the device.

&Caution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

. Optional: Set the time zone for the device.
— Click Manually Set Time Zone, and click - to select a time zone from the drop-down list.

E@Note

You can click View to view the details of the current time zone.

— Click Get Device's Time Zone to get the device's time zone.
. Optional: Switch on Add Resource to Area to import the resources of the added devices to an
area.
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E@Note

e You can import all the resources including cameras, alarm inputs and alarm outputs, or the
specified camera(s) to the corresponding area.

® You can create a new area by the device name or select an existing area.

e |f you do not import resources to area, you cannot perform the live view, playback, event
settings, for the resources.

. Set the quick recording schedule for added resources.

— Check Get Device's Recording Settings to get the recording schedule from the device and the
resources of the device will start recording according to the schedule.

— Uncheck Get Device's Recording Settings and set the required information, such as recording
schedule template, stream type. Refer to Configure Recording for Cameras for details.

10. Finish adding the device.

— Click Add to add the devices of which the IP addresses are between the start IP address and
end IP address and back to the device list page.
— Click Add and Continue to save the settings and continue to add other encoding devices.
11. Optional: Perform the following operations after adding the devices.

Remote
Configurations

Change Password

Replace Device

Click ¢ in the Operation column to set the remote configurations of
the corresponding device.

ClilNote

For details about remote configuration, see the user manual of the
device.

Select the added device(s) and click Change Password to change the
password for the device(s).

E@Note

® You can only change the password for online HIKVISION devices
currently.

e |f the devices have the same password, you can select multiple
devices to change the password for them at the same time.

If the original device malfunctions, you can replace it with a new
device. After you replace it, move the cursoron © on the right of
the device name, and click Replace Device to confirm the
replacement.
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What to do next

For facial and human body camera/ANPR camera, click Maintenance and Management - License
Details > > - Configuration, and then select the added cameras as these types of cameras
respectively. Otherwise, these cameras' functions (facial and human body and plate recognition)
cannot be performed normally in the system.

8.3.4 Add Encoding Devices by Port Segment

When multiple encoding devices to be added have the same IP address, user name, password, and
have different port numbers within a range, you can add devices by specifying the port segment
and some other related parameters.

Before You Start

Make sure the devices (cameras, DVRs, etc.) you are going to use are correctly installed and
connected to the network as specified by the manufacturers. Such initial configuration is required
in order to be able to connect the devices to the HikCentral-Workstation via network.

Steps

1. In the top left corner of Home page, select - All Modules - General -> Resource
Management.

2. Click Device and Server - Encoding Device on the left panel.

3. Click Add to enter the Add Encoding Device page.

E@Note

If the NTP server is not configured, a prompt will appear on the top of the page. You can click
Configure to set the time synchronization. See Set NTP for details.

4. Select Hikvision Private Protocol/Open Network Video Interface Protocol as the access
protocol.

iNote

e Select Hikvision Private Protocol to add Hikvision devices and select Open Network Video
Interface Protocol to add third-party devices.

e To display devices which can be added to the platform via Open Network Video Interface
Protocol, you need to go to - All Modules - General - System Configuration ->
Network - Device Access Protocol and check Access via Open Network Video Interface
Protocol.

5. Select Port Segment as the adding mode.
6. Set the required information.
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Device Address
Enter the IP address to add the devices which have the same IP address.

Add via TLS Protocol

If you want to add the device via TLS protocol, check Add via TLS Protocol, and the SDK
service port will be encrypted.

Device Port

Enter the start port number and the end port number

Mapped Port

This function is used for downloading pictures from devices added by Hikvision Private
Protocol. Set the Mapped Port switch to on and enter the picture downloading port number
that you have configuredon the remote configuration page of the device. The default port
number is 80.

Verify Stream Encryption Key

This button is for Hikvision Private Protocol only. You can switch Verify Stream Encryption
Key to on, and enter the stream encryption key in the following Stream Encryption Key on
Device field. Then when you start live view or remote playback of the device, the client will
verify the key stored in SYS server for security purpose.

E@Note

This function should be supported by the devices. Refer to the user manual of the device for
getting the key.

User Name

The user name for administrator account created when activating the device or the added
non-admin account such as operator. When adding the device to HikCentral-Workstation
using the non-admin account, your permissions may restrict your access to certain features.

Password

The password required to access the account.

&Caution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

7. Optional: Set the time zone for the device.
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— Click Manually Set Time Zone, and click - to select a time zone from the drop-down list.

E@Note

You can click View to view the details of the current time zone.

— Click Get Device's Time Zone to get the device's time zone.

8. Optional: Switch on Add Resource to Area to import the channels of the added devices to an
area.

E@Note

e You can import all the channels including cameras, alarm inputs and alarm outputs, or the
specified camera(s) to the corresponding area.

® You can create a new area by the device name or select an existing area.

e If you do not import channels to area, you cannot perform live view, playback, event settings,
etc., for the channels.

9. Optional: Set the quick recording schedule for added channels.

— Check Get Device's Recording Settings to get the recording schedule from the device and the
channels of the device will start recording according to the schedule.
— Uncheck Get Device's Recording Settings and set the required information, such as recording
schedule template, stream type. Refer to Configure Recording for Cameras for details.
10. Finish adding the device.
— Click Add to add the devices of which the port number is between the start port number and
end port number and back to the device list page.
— Click Add and Continue to save the settings and continue to add other devices.
11. Optional: Perform the following operations after adding the devices.

Remote Click © in the Operation column to set the remote configurations of
Configurations the corresponding device.

EE]Note

For details about remote configuration, see the user manual of the
device.

Change Password Select the added device(s) and click Change Password to change the
password for the device(s).

E@Note

e You can only change the password for online HIKVISION devices
currently.

e |f the devices have the same password, you can select multiple
devices to change the password for them at the same time.
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Replace Device If the original device malfunctions, you can replace it with a new
device. After you replace it, move the cursoron ® on the right of
the device name, and click Replace Device to confirm the
replacement.

What to do next

For facial and human body camera/ANPR camera, click Maintenance and Management - License
Details > > - Configuration, and then select the added cameras as these types of cameras
respectively. Otherwise, these cameras' functions (facial and human body and plate recognition)
cannot be performed normally in the system.

8.3.5 Add Encoding Device by Device ID

For the encoding devices supporting ISUP, you can add them by specifying a predefined device ID,
key, etc. This is a cost-effective choice when you need to manage an encoding device without fixed
IP address by HikCentral-Workstation.

Before You Start

o Make sure the encoding devices you are going to use are correctly installed and connected to
the network as specified by the manufacturers. Such initial configuration is required in order to
be able to connect the devices to the HikCentral-Workstation via network.

e Before adding devices supporting Hikvision ISUP 2.6/4.0 to the system, you need to set related
configuration to allow these devices to access the system. For details, refer to Device Access
Protocol.

Steps
1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

2. Click Device and Server - Encoding Device on the left panel.
3. Click Add to enter the Add Encoding Device page.

E@Note

If the NTP server is not configured, a prompt will appear on the top of the page. You can click
Configure to set the time synchronization. See Set NTP for details.

4. Select Hikvision ISUP Protocol as the Access Protocol.
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E@Note

To display devices which can be added to the platform via ISUP, you need to go to - All
Modules - General - System Configuration - Network - Device Access Protocol and enable
Allow ISUP Registration.

5. Select Device ID as the adding mode.
6. Enter the required parameters, including the device ID and device name.

E@Note

For devices supporting accessing the platform via ISUP 5.0, you should enter the ISUP login
password.

7. Optional: Switch on Verify Stream Encryption Key if the device supports and enables stream
encryption, and enter the stream encryption key on device.
8. Optional: Switch on Picture Storage and set the location for picture storage.

E@Note

® You can set Local Storage as the storage location.

e |f you set Local Storage as Storage Location, you can click Configuration to configure Storage
on SYS Server for the captured pictures. For detailed information, see Configure Storage for
Imported Pictures and Files.

9. Optional: Set the time zone for the device.
— Click Manually Set Time Zone, and click - to select a time zone from the drop-down list.

E@Note

You can click View to view the details of the current time zone.

— Click Get Device's Time Zone to get the device's time zone.
10. Optional: Switch on Add Resource to Area to import the resources of the added devices to an
area.

E@Note

e You can import all the resources including cameras, alarm inputs and alarm outputs, or the
specified camera(s) to the corresponding area.

e For video access control terminal of a device, the camera on the terminal will also be
imported to the corresponding area.

® You can create a new area by the device name or select an existing area.

e |f you do not import resources to area, you cannot perform operations such as live view,
playback, event settings, for the cameras.
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11. Optional: Check Get Device's Recording Settings to get the recording schedule from the device
and the resources of the device will start recording according to the schedule.

12. Finish adding the device.

— Click Add to add the encoding device and back to the encoding device list page.
— Click Add and Continue to save the settings and continue to add other encoding devices.
13. Optional: Perform the following operation(s) after adding the devices.

Remote
Configurations

Change Password

Replace Device

Wake Up the Solar
Camera

What to do next

Click ¢ in the Operation column to set the remote configurations of
the corresponding device.

EENote

For detailed operation steps for the remote configuration, see the
user manual of the device.

Select the added device(s) and click Change Password to change the
password for the device(s).

E@Note

e You can only change the password for online HIKVISION devices
currently.

e |f the devices have the same password, you can select multiple
devices to change the password for them at the same time.

If the original device malfunctions, you can replace it with a new
device. After you replace it, move the cursoron ©® on the right of
the device name, and click Replace Device to confirm the
replacement.

After you add a solar camera, the network status will be displayed as
offline, online (Asleep), or online (Waked up). You can click 2 in the
Operation column to wake up an asleep camera. You can also click
the device name to enter the editing device page, and click Wake Up
to wake the device up.

E@Note

If a device is in sleep mode, the communication between the solar
camera and the platform is not supported.

For facial and human body camera/ANPR camera, click Maintenance and Management - License
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Details > > - Configuration, and then select the added cameras as these types of cameras
respectively. Otherwise, these cameras' functions (facial and human body and plate recognition)
cannot be performed normally in the system.

8.3.6 Add Encoding Devices by Device ID Segment

If you need to add multiple encoding devices which have no fixed IP addresses and support ISUP
Protocol toHikCentral-Workstation, you can add them to HikCentral-Workstation at a time after
configuring device ID segment for the devices.

Before You Start

o Make sure the encoding devices you are going to use are correctly installed and connected to
the network as specified by the manufacturers. Such initial configuration is required in order to
be able to connect the devices to the HikCentral-Workstation via network.

e Before adding devices supporting ISUP 2.6/4.0 protocol to the system, you need to set related
configuration to allow these devices to access the system. For details, refer to Device Access
Protocol.

Steps

1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

2. Click Device and Server - Encoding Device on the left panel.

3. Click Add to enter the Add Encoding Device page.

LiNote

If the NTP server is not configured, a prompt will appear on the top of the page. You can click
Configure to set the time synchronization. See Set NTP for details.

4. Select Hikvision ISUP Protocol as the Access Protocol.

iNote

To display devices which can be added to the platform via ISUP, you need to go to - All
Modules - General - System Configuration - Network - Device Access Protocol and enable
Allow ISUP Registration.

5. Select Device ID Segment as the adding mode.
6. Enter the required parameters, including the start device ID and end device ID.

E@Note

For devices supporting accessing the platform via ISUP 5.0, you should enter the ISUP login
password.

7. Optional: Switch on Verify Stream Encryption Key if the device supports, and enter the stream
encryption key on device.
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8. Optional: Switch on Picture Storage and set the location for picture storage.

E@Note

® You can set Local Storage as the storage location.

e If you set Local Storage as Storage Location, you can click Configuration to configure Storage
on SYS Server for the captured pictures. For detailed information, see Configure Storage for
Imported Pictures and Files.

9. Optional: Set the time zone for the device.
— Click Manually Set Time Zone, and click ~ to select a time zone from the drop-down list.

EENote

You can click View to view the details of the current time zone.

— Click Get Device's Time Zone to get the device's time zone.
10. Optional: Switch on Add Resource to Area to import the resources of the added devices to an
area.

E@Note

® You can import all the resources including cameras, alarm inputs and alarm outputs, or the
specified camera(s) to the corresponding area.

e For video access control terminal of a device, the camera on the terminal will also be
imported to the corresponding area.

® You can create a new area by the device name or select an existing area.

e If you do not import resources to area, you cannot perform operations such as live view,
playback, event settings, for the cameras.

11. Optional: Check Get Device's Recording Settings to get the recording schedule from the device
and the resources of the device will start recording according to the schedule.

12. Finish adding the device.
— Click Add to add the encoding device and back to the encoding device list page.
— Click Add and Continue to save the settings and continue to add other encoding devices.

13. Optional: Perform the following operation(s) after adding devices.

Remote Click € in the Operation column to set the remote configurations of
Configurations the corresponding device.

E@Note

For details about remote configuration, see the user manual of the
device.

Change the Password Select the added device(s) and click Change Password to change the
password for the device(s).
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E@Note

® You can only change the password for online HIKVISION devices
currently.

e If the devices have the same password, you can select multiple
devices to change the password for them at the same time.

Replace the Device If the original device malfunctions, you can replace it with a new
device. After you replace it, move the cursoron ® on the right of
the device name, and click Replace Device to confirm the
replacement.

Wake Up the Solar After you add a solar camera, the network status will be displayed as

Camera offline, online (Asleep), or online (Waked up). You can click 2 in the
Operation column to wake up an asleep camera. You can also click
the device name to enter the editing device page, and click Wake Up
to wake the device up.

EENote

If a device is in sleep mode, the communication between the solar
camera and the platform is not supported.

What to do next

For facial and human body camera/ANPR camera, click Maintenance and Management - License
Details > > - Configuration, and then select the added cameras as these types of cameras
respectively. Otherwise, these cameras' functions (facial and human body and plate recognition)
cannot be performed normally in the system.

8.3.7 Add Encoding Devices in a Batch

When there are multiple devices to be added, you can edit the predefined template containing the
required device information, and import the template to HikCentral-Workstation to add devices in
a batch.

Before You Start

Make sure the devices (cameras, DVR, etc.) you are going to use are correctly installed and
connected to the network as specified by the manufacturers. Such initial configuration is required
in order to be able to connect the devices to the HikCentral-Workstation via network.

Perform this task when you need to add devices by importing the template which contains
information of multiple devices.
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Steps

1.

In the top left corner of Home page, select - All Modules - General - Resource
Management.

. Click Device and Server -> Encoding Device on the left panel.
. Click Add to enter the Add Encoding Device page.

E@Note

If the NTP server is not configured, a prompt will appear on the top of the page. You can click
Configure to set the time synchronization. See Set NTP for details.

. Select Hikvision Private Protocol/Hikvision ISUP Protocol/ as the access protocol.

[ENote

e Select Hikvision Private Protocol/Hikvision ISUP Protocol to add a Hikvision device and select
Open Network Video Interface Protocol to add a third-party device.

e To display devices which can be added to the platform via ISUP, you need to go to - All
Modules - General - System Configuration - Network - Device Access Protocol and
enable Allow ISUP Registration.

. Select Batch Import as the adding mode.
. Click Download Template and save the predefined template (excel file) on your PC.
. Open the exported template file and enter the required information of the devices to be added

in the corresponding column.

. Click = and select the edited file.
. Optional: Switch on Picture Storage and set the location for picture storage.

E@Note

® You can set Local Storage as the storage location.

e |f you set Local Storage as Storage Location, you can click Configuration to configure Storage
on SYS Server for the captured pictures. For detailed information, see Configure Storage for
Imported Pictures and Files.

10. Optional: Set the time zone for the device.

— Click Manually Set Time Zone, and click ~ to select a time zone from the drop-down list.

E@Note

You can click View to view the details of the current time zone.

— Click Get Device's Time Zone to get the device's time zone.

11. Finish adding devices.

— Click Add to add the devices and go back to the device list page.
— Click Add and Continue to save the settings and continue to add next batch of devices.

12. Optional: Perform the following operation(s) after adding devices in a batch.

59



HikCentral-Workstation Web Client User Manual

Remote
Configurations

Change Password

Replace Device

Wake Up the Solar
Camera

What to do next

Click ¢ in the Operation column to set the remote configurations of
the corresponding device.

E@Note

For details about remote configuration, see the user manual of the
device.

Select the added device(s) and click Change Password to change the
password for the device(s).

E@Note

® You can only change the password for online HIKVISION devices
currently.

e |f the devices have the same password, you can select multiple
devices to change the password for them at the same time.

If the original device malfunctions, you can replace it with a new
device. After you replace it, move the cursoron @ on the right of
the device name, and click Replace Device to confirm the
replacement.

After you add a solar camera, the network status will be displayed as
offline, online (Asleep), or online (Waked up). You can click 2 in the
Operation column to wake up an asleep camera. You can also click
the device name to enter the editing device page, and click Wake Up
to wake the device up.

LilNote

If a device is in sleep mode, the communication between the solar
camera and the platform is not supported.

For facial and human body camera/ANPR camera, click Maintenance and Management - License
Details > > - Configuration, and then select the added cameras as these types of cameras
respectively. Otherwise, these cameras' functions (facial and human body and plate recognition)
cannot be performed normally in the system.
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8.3.8 Limit Bandwidth for Video Downloading

You can limit bandwidth for video downloading of specific NVRs to save video on the total
bandwidth, and thus ensuring the fluency of main features such as live view.

E@Note

The NVR should be of V4.1.50 or later versions.

In the top left corner of Home page, select - All Modules - General - Resource
Management - Device and Server - Encoding Device to enter the encoding device management
page, select encoding device(s) and click Edit Bandwidth for Video Downloading to set the
bandwidth upper-limit for video downloading of the selected device(s).

8.3.9 Set N+1 Hot Spare for NVR

You can form an N+1 hot spare system with several NVRs (Network Video Recorder). The system
consists of several host servers and a spare server. When the host server fails, the spare server
switches into operation (such as video recording, searching video for playback, etc.), and thus
increasing the video storage reliability of HikCentral-Workstation.

Before You Start

e At least two online NVRs should be added to form an N+1 hot spare system. For details about
adding NVR, see Manage Encoding Device.

e Make sure the NVRs you are going to use are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral-Workstation via network.

If the N+1 hot spare settings have already been configured on the NVR, select - All Modules
- General - Resource Management -> Device and Server - Encoding Device - N+1 Hot Spare
— Get Hot Spare Settings from Device to upload the hot spare settings from the device to
HikCentral-Workstation. If the N+1 hot spare settings haven't been configured on the device,
perform the following task to set N+1 hot spare for the NVR.

Steps

E@Note

e The spare server cannot be selected for storing videos until it switches to host server.
e The host server cannot be set as a spare server and the spare server cannot be set as a host
server.

1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

2. Click Device and Server - Encoding Device -> N+1 Hot Spare to enter the N+1 Configuration
page.

3. Click Add to set N+1 hot spare.
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4. Select a NVR in the Spare drop-down list to set it as the spare server.

5. Select the NVR(s) in the Host field to set them as the host server.

6. Click Add.

7. Click Apply Hot Spare Settings to Device to apply the Hot Spare settings to the devices to take
effect.

8. Optional: Perform the following operations after setting the hot spare.

Edit Hot Spare Click [Z on the Operation column, and you can edit the spare and
host settings.

Delete Hot Spare Click > on the Operation column to cancel the N+1 hot spare
settings.

EE]Note

Canceling the N+1 hot spare will cancel all the host-spare associations
and clear the recording schedule on the spare server.

8.4 Manage Access Control Device

You can add the access control devices to the system for access permission configuration, time
and attendance management, etc.

8.4.1 Add Detected Online Access Control Devices

The active online access control devices in the same local subnet with the current Web Client or
SYS server will be displayed on a list. You can add one online device one by one, or add multiple
online devices in a batch.

LiNote

You should install the web control according to the instructions and then the online device
detection function is available.

Add a Detected Online Access Control Device

The platform automatically detects online access control devices on the same local subnet with
the client or SYS server. You can add the detected access control devices to the platform one by
one if they have different user account.

Before You Start

o Make sure the devices you are going to add are correctly installed and connected to the
network as specified by the manufacturers. Such initial configuration is required in order to be
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able to connect the devices to the HikCentral-Workstation via network.
e Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Follow the steps to add a detected online access control device to the platform.

Steps
1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

2. Select Device and Server - Access Control Device on the left.
3. In the Online Device area, select a network type.

Server Network
All detected online devices on the same local subnet with the SYS server.

Local Network

All detected online devices on the same local subnet with the current Web Client.
4. Select Hikvision Private Protocol and Hikvision ISUP Protocol to filter the detected devices by
protocol types.

E@Note

Make sure you have enabled the ISUP protocol registration to allow the devices to access the
system, otherwise the online devices will not be displayed. You can go to - All Modules -
General - System Configuration - Network - Device Access Protocol and switch on Allow
ISUP Registration. Before adding devices by ISUP 2.6/4.0 protocol to the system, you need to
check Allow ISUP of Earlier Version.

5. Select an active device that you want to add to the platform.
6. Click Add to Device List.

iNote

For devices whose device port No. is 8000 and HTTP port No. is 80, the Hikvision Private
Protocol is selected as the access protocol by default. For devices whose device port No. is 0 but
the HTTP port No. is 80, the ISAPI Protocol is selected as the access protocol.

7. Configure the basic information for the device, including access protocol, device address, device
port, device name, user name, and password.
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&Caution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

E@Note

The access protocol will not show in the following situations:
® You check more than one device in the Online Device area.
® You check only one device in the Online Device area.
O You select Hikvision ISUP Protocol in the Online Device area.
O You select Hikvision Private Protocol in the Online Device area, and device port is 0.

8. Optional: Set the time zone for the device.

Get Device's Time Zone

The time zone of the device will be automatically chosen according to the region of the
device.

Manually Set Time Zone (The settings will be applied to the device automatically)
You can select a time zone of the device. The settings will be applied to the device
automatically.

9. Optional: Switch on Add Resource to Area to import the resources (including alarm inputs,
alarm outputs, and access points) to an area.

E@Note

® You can create a new area by device name or select an existing area.

e You can import all the access points or specific access point(s) to the area.

e For the video access control terminal of a device, the camera on the terminal will also be
imported to the corresponding area.

e |f you do not import access points to area, you cannot perform further configurations for the
access point.

10. Optional: Check Restore Default to restore configured device parameters to default settings.
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E@Note

e Not all the device parameters will be restored. Network parameters such as IP address, port
No., and password will be kept.

e |t is recommended that you should restore to default when adding an online device that has
been added to other platforms for the first time.

11. Click Add.
12. Optional: Perform further operations on the added device(s).

Configure Device Click < in the Operation column to enter the corresponding device
configuration page to edit the time parameters, reboot the device,
restore the device, or set other parameters. See Confiqure Device
Parameters for detailed instructions.

Change Password Select the added device(s) and click Change Password to change the
password for the device(s).

EENote

® You can only change the password for online HIKVISION devices
currently.

e |f the devices share the same password, you can select multiple
devices to change the password together.

Restore Default Select the added device(s) and click Restore to restore the configured
device parameters excluding network parameters and account
information.

lilNote

If you want to restore all the device parameters, you should check
Restore device parameters excluding network parameters and
account information, such as user name and password. in the
pop-up window.

Privacy Settings To protect the person's private information including the person's
name and profile picture, you can configure privacy settings for online
access control devices. For details, refer to Privacy Settings.

Add Detected Online Access Control Devices in a Batch

If the detected online access control devices share the same user name and password, you can
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add multiple devices at a time.

Before You Start

o Make sure the devices you are going to add are correctly installed and connected to the
network as specified by the manufacturers. Such initial configuration is required in order to be
able to connect the devices to the HikCentral-Workstation via network.

e Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Steps
1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

2. Select Device and Server - Access Control Device on the left.
3. In the Online Device area, select a network type.

Server Network
All detected online devices on the same local subnet with the SYS server.

Local Network
All detected online devices on the same local subnet with the current Web Client.
4. Select Hikvision Private Protocol and Hikvision ISUP Protocol to filter the detected devices by
protocol types.

iNote

Make sure you have enabled the ISUP protocol registration to allow the devices to access the
system, otherwise the online devices will not be displayed. You can go to - All Modules -
General - System Configuration - Network - Device Access Protocol and switch on Allow
ISUP Registration. Before adding devices by ISUP 2.6/4.0 protocol to the system, you need to
check Allow ISUP of Earlier Version.

5. Select the active devices that you want to add to the platform.
6. Click Add to Device List.

E@Note

For devices whose device port No. is 8000 and HTTP port No. is 80, the Hikvision Private
Protocol is selected as the access protocol by default. For devices whose device port No. is 0 but
the HTTP port No. is 80, the ISAPI Protocol is selected as the access protocol.

7. Set parameters for the devices.
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&Caution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

8. Optional: Set the time zone for the device.
Get Device's Time Zone

The time zone of the device will be automatically chosen according to the region of the
device.

Manually Set Time Zone (The settings will be applied to the device automatically)
You can select a time zone of the device. The settings will be applied to the device
automatically.

9. Optional: Switch on Add Resource to Area to import the resources (including alarm inputs,
alarm outputs, and access points) to an area.

LiNote

® You can create a new area by device name or select an existing area.

® You can import all the access points or specific access point(s) to the area.

e For the video access control terminal of a device, the camera on the terminal will also be
imported to the corresponding area.

e |f you do not import access points to area, you cannot perform further configurations for the
access point.

10. Optional: Check Restore Default to restore configured device parameters to default settings.

E@Note

e Not all the device parameters will be restored. Network parameters such as IP address, port
No., and password will be kept.

e |t is recommended that you should restore to default when adding an online device that has
been added to other platforms for the first time.

11. Click Add.
12. Optional: Perform further operations on the added device(s).

Configure Device Click < in the Operation column to enter the corresponding device
configuration page to edit the time parameters, reboot the device,
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restore the device, or set other parameters. See Configure Device
Parameters for detailed instructions.

Change Password Select the added device(s) and click Change Password to change the
password for the device(s).

E@Note

® You can only change the password for online HIKVISION devices
currently.

e If the devices share the same password, you can select multiple
devices to change the password together.

Privacy Settings You can configure privacy settings for online access control devices.
For details, refer to Privacy Settings.

Restore Default Select the added device(s) and click Restore to restore the configured
device parameters excluding network parameters and account
information.

E@Note

If you want to restore all the device parameters, you should check
Restore device parameters excluding network parameters and
account information, such as user name and password. in the
pop-up window.

8.4.2 Add an Access Control Device by IP Address/Domain

If you know the IP address/domain of the access control device you want to add to the platform,
you can add the device by specifying its IP address, user name, password, etc.

Before You Start

o Make sure the devices you are going to add are correctly installed and connected to the
network as specified by the manufacturers. Such initial configuration is required in order to be
able to connect the devices to the HikCentral-Workstation via network.

e Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Steps

1. In the top left corner of Home page, select - All Modules - General - Resource
Management.
2. Select Device and Server - Access Control Device on the left.
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3. Click Add to enter the Add Access Control Device page.

4. Select Hikvision Private Protocol, Hikvision ISUP Protocol, or Hikvision ISAPI Protocol as the
access protocol.

5. Select IP Address/Domain as the adding mode.

6. Enter the required parameters.

E@Note

By default, the device port number is 8000 when the access protocol is Hikvision Private
Protocol, while the device port number is 80 when the access protocol is Hikvision ISAPI
Protocol.

&Caution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

7. Optional: Set the time zone for the device.

Get Device's Time Zone

The time zone of the device will be automatically chosen according to the region of the
device.

Manually Set Time Zone (The settings will be applied to the device automatically)

You can select a time zone of the device. The settings will be applied to the device
automatically.
8. Optional: Switch on Add Resource to Area to import the resources (including alarm inputs,
alarm outputs, and access points) to an area.

E@Note

® You can create a new area by device name or select an existing area.

® You can import all the access points or specific access point(s) to the area.

e For the video access control terminal of a device, the camera on the terminal will also be
imported to the corresponding area.

e |f you do not import access points to area, you cannot perform further configurations for the
access point.
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9. Finish adding the device(s).

— Click Add to add the device(s) and return to the device management page.

— Click Add and Continue to add the device(s) and continue to add other devices.
10. Perform further operations on the added device(s).

Configure Device

Change Password

Restore Default

Privacy Settings

Replace Device

Click #: in the Operation column to enter the corresponding device
configuration page to edit the time parameters, reboot the device,
restore the device, or set other parameters. See Confiqure Device
Parameters for detailed instructions.

Select the added device(s) and click Change Password to change the
password for the device(s).

EE]Note

® You can only change the password for online HIKVISION devices
currently.

e |f the devices share the same password, you can select multiple
devices to change the password together.

Select the added device(s) and click Restore to restore the configured
device parameters excluding network parameters and account
information.

ClilNote

If you want to restore all the device parameters, you should check
Restore device parameters excluding network parameters and
account information, such as user name and password. in the
pop-up window.

To protect the person's private information including the person's
name and profile picture, you can configure privacy settings for online
access control devices. For details, refer to Privacy Settings.

If the original device malfunctions, you can replace it with a new
device using the same IP address. After you replace it, move the
cursor on © on the right of the device name, and click Replace
Device to confirm the replacement.

8.4.3 Add Access Control Devices by IP Segment

If the access control devices you want to add to the platform share the same user account, and
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they are in the same IP segment, you can add them to the platform by specifying the start/end IP
address, user name, password, etc.

Before You Start

o Make sure the devices you are going to add are correctly installed and connected to the
network as specified by the manufacturers. Such initial configuration is required in order to be
able to connect the devices to the HikCentral-Workstation via network.

e Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Steps

1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

2. Select Device and Server - Access Control Device on the left.

3. Click Add to enter the Add Access Control Device page.

4. Select Hikvision Private Protocol or Hikvision ISAPI Protocol as the access protocol.

5. Select IP Segment as the adding mode.

6. Enter the required information.

E@Note

By default, the device port number is 8000 when the access protocol is Hikvision Private
Protocol, while the device port number is 80 when the access protocol is Hikvision ISAPI
Protocol.

&Caution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

7. Optional: Set the time zone for the device.

Get Device's Time Zone
The time zone of the device will be automatically chosen according to the region of the
device.

Manually Set Time Zone (The settings will be applied to the device automatically)
You can select a time zone of the device. The settings will be applied to the device
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automatically.
8. Optional: Switch on Add Resource to Area to import the resources (including alarm inputs,
alarm outputs, and access points) to an area.

E@Note

® You can create a new area by device name or select an existing area.

e You can import all the access points or specific access point(s) to the area.

e For the video access control terminal of a device, the camera on the terminal will also be
imported to the corresponding area.

e |f you do not import access points to area, you cannot perform further configurations for the
access point.

9. Finish adding the device(s).

— Click Add to add the device(s) and return to the device management page.

— Click Add and Continue to add the device(s) and continue to add other devices.
10. Optional: Perform further operations on the added device(s).

Configure Device Click ¢ in the Operation column to enter the corresponding device
configuration page to edit the time parameters, reboot the device,
restore the device, or set other parameters. See Confiqure Device
Parameters for detailed instructions.

Change Password Select the added device(s) and click Change Password to change the
password for the device(s).

E@Note

® You can only change the password for online HIKVISION devices
currently.

e |f the devices share the same password, you can select multiple
devices to change the password together.

Restore Default Select the added device(s) and click Restore to restore the configured
device parameters excluding network parameters and account
information.

E@Note

If you want to restore all the device parameters, you should check
Restore device parameters excluding network parameters and
account information, such as user name and password. in the
pop-up window.
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Privacy Settings To protect the person's private information including the person's
name and profile picture, you can configure privacy settings for online
access control devices. For details, refer to Privacy Settings.

Replace Device If the original device malfunctions, you can replace it with a new
device using the same IP address. After you replace it, move the
cursoron © on the right of the device name, and click Replace
Device to confirm the replacement.

8.4.4 Add an Access Control Device by Device ID

For access control devices supporting ISUP 4.0 or later protocol, you can add them by specifying a
predefined device ID and key. This is a cost-effective choice when you need to manage access
control devices that do not have fixed IP addresses.

Before You Start

o Make sure the devices you are going to add are correctly installed and connected to the
network as specified by the manufacturers. Such initial configuration is required in order to be
able to connect the devices to the HikCentral-Workstation via network.

e Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Steps

1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

2. Select Device and Server —> Access Control Device on the left.

3. Click Add to enter the Add Access Control Device page.

4. Select Hikvision ISUP Protocol as the access protocol.

EENote

Make sure you have enabled the ISUP protocol registration, otherwise the protocol will not be
displayed. You can go to - All Modules - General - System Configuration -> Network -
Device Access Protocol and switch on Allow ISUP Registration. Before adding devices by ISUP
2.6/4.0 protocol to the system, you need to check Allow ISUP of Earlier Version.

5. Select Device ID as the adding mode.
6. Enter the required the information.
7. Optional: Switch on Picture Storage to set the storage location for pictures.

E@Note

® You can set Local Storage as the storage location.
e If you set Local Storage as Storage Location, you can click Configuration to configure Storage
on SYS Server for the captured pictures. For detailed information, see Configure Storage for
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Imported Pictures and Files.
e If the selected access protocol is Hikvision Private Protocol, you can skip this step.

8. Optional: Set the time zone for the device.

Get Device's Time Zone

The time zone of the device will be automatically chosen according to the region of the
device.

Manually Set Time Zone (The settings will be applied to the device automatically)

You can select a time zone of the device. The settings will be applied to the device
automatically.
9. Optional: Switch on Add Resource to Area to import the resources (including alarm inputs,
alarm outputs, and access points) to an area.

E@Note

® You can create a new area by device name or select an existing area.

e You can import all the access points or specific access point(s) to the area.

e For the video access control terminal of a device, the camera on the terminal will also be
imported to the corresponding area.

e If you do not import access points to area, you cannot perform further configurations for the
access point.

10. Finish adding the device(s).

— Click Add to add the device(s) and return to the device management page.

— Click Add and Continue to add the device(s) and continue to add other devices.
11. Optional: Perform further operations on the added device(s).

Configure Device Click #: in the Operation column to enter the corresponding device
configuration page to edit the time parameters, reboot the device,
restore the device, or set other parameters. See Confiqure Device
Parameters for detailed instructions.

Change Password Select the added device(s) and click Change Password to change the
password for the device(s).

E@Note

e You can only change the password for online HIKVISION devices
currently.

e |f the devices share the same password, you can select multiple
devices to change the password together.

Restore Default Select the added device(s) and click Restore to restore the configured
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device parameters excluding network parameters and account
information.

E@Note

If you want to restore all the device parameters, you should check
Restore device parameters excluding network parameters and
account information, such as user name and password. in the
pop-up window.

Privacy Settings To protect the person's private information including the person's
name and profile picture, you can configure privacy settings for online
access control devices. For details, refer to Privacy Settings.

Replace Device If the original device malfunctions, you can replace it with a new
device using the same IP address. After you replace it, move the
cursoron © on the right of the device name, and click Replace
Device to confirm the replacement.

8.4.5 Add Access Control Devices by Device ID Segment

If you need to add multiple access control devices which support ISUP 5.0 protocol and have no
fixed IP addresses to the platform, you can add them all at once after configuring a device ID
segment for the devices.

Before You Start

o Make sure the devices you are going to add are correctly installed and connected to the
network as specified by the manufacturers. Such initial configuration is required in order to be
able to connect the devices to the HikCentral-Workstation via network.

e Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Steps

1. In the top left corner of Home page, select - All Modules - General -> Resource
Management.

2. Select Device and Server - Access Control Device on the left.

3. Click Add to enter the Add Access Control Device page.

4. Select Hikvision ISUP Protocol as the access protocol.
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E@Note

Make sure you have enabled the ISUP protocol registration, otherwise the protocol will not be
displayed. You can go to - All Modules - General - System Configuration -> Network -
Device Access Protocol and switch on Allow ISUP Registration. Before adding devices by ISUP
2.6/4.0 protocol to the system, you need to check Allow ISUP of Earlier Version.

5. Select Device ID Segment as the adding mode.
. Enter the required parameters.
7. Optional: Switch on Picture Storage to set the storage location for pictures.

E@Note

® You can set Local Storage as the storage location.
e If you set Local Storage as Storage Location, you can click Configuration to configure Storage

on SYS Server for the captured pictures. For detailed information, see Configure Storage for
Imported Pictures and Files.

e If the selected access protocol is Hikvision Private Protocol, you can skip this step.

(o))

8. Optional: Set the time zone for the device.

Get Device's Time Zone

The time zone of the device will be automatically chosen according to the region of the
device.

Manually Set Time Zone (The settings will be applied to the device automatically)
You can select a time zone of the device. The settings will be applied to the device
automatically.
9. Optional: Switch on Add Resource to Area to import the resources (including alarm inputs,
alarm outputs, and access points) to an area.

E@Note

® You can create a new area by device name or select an existing area.

® You can import all the access points or specific access point(s) to the area.

e For the video access control terminal of a device, the camera on the terminal will also be
imported to the corresponding area.

e |f you do not import access points to area, you cannot perform further configurations for the
access point.

10. Finish adding the device(s).

— Click Add to add the device(s) and return to the device management page.

— Click Add and Continue to add the device(s) and continue to add other devices.
11. Optional: Perform further operations on the added device(s).

Configure Device Click € in the Operation column to enter the corresponding device
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Change Password

Restore Default

Privacy Settings

configuration page to edit the time parameters, reboot the device,
restore the device, or set other parameters. See Configure Device
Parameters for detailed instructions.

Select the added device(s) and click Change Password to change the
password for the device(s).

E@Note

® You can only change the password for online HIKVISION devices
currently.

e |f the devices share the same password, you can select multiple
devices to change the password together.

Select the added device(s) and click Restore to restore the configured
device parameters excluding network parameters and account
information.

E@Note

If you want to restore all the device parameters, you should check
Restore device parameters excluding network parameters and
account information, such as user name and password. in the
pop-up window.

To protect the person's private information including the person's
name and profile picture, you can configure privacy settings for online
access control devices. For details, refer to Privacy Settings.

8.4.6 Add Access Control Devices in a Batch

You can download and enter access control device information in the predefined spreadsheet to
add multiple devices at a time.

Before You Start

o Make sure the devices you are going to add are correctly installed and connected to the
network as specified by the manufacturers. Such initial configuration is required in order to be
able to connect the devices to the HikCentral-Workstation via network.

e Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.
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Steps

1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

2. Select Device and Server - Access Control Device on the left.

3. Click Add to enter the Add Access Control Device page.

4. Select Hikvision Private Protocol, Hikvision ISUP Protocol, or Hikvision ISAPI Protocol as the
access protocol.
[ENote
Make sure you have enabled the ISUP protocol registration, otherwise the protocol will not be
displayed. You can go to —-> All Modules - General - System Configuration > Network -
Device Access Protocol and switch on Allow ISUP Registration. Before adding devices by ISUP
2.6/4.0 protocol to the system, you need to check Allow ISUP of Earlier Version.

5. Select Batch Import as the adding mode.

6. Click Download Template and save the predefined spreadsheet (XLSX format) to local disk.

7. Open the spreadsheet and edit the required device information.

8. Click = and select the edited spreadsheet.

9. Optional: Switch on Picture Storage to set the storage location for pictures.

E@Note

® You can set Local Storage as the storage location.

e |f you set Local Storage as Storage Location, you can click Configuration to configure Storage
on SYS Server for the captured pictures. For detailed information, see Configure Storage for
Imported Pictures and Files.

e [f the selected access protocol is Hikvision Private Protocol, you can skip this step.

10. Optional: Set the time zone for the device.

Get Device's Time Zone
The time zone of the device will be automatically chosen according to the region of the
device.

Manually Set Time Zone (The settings will be applied to the device automatically)

You can select a time zone of the device. The settings will be applied to the device
automatically.

11. Finish adding the device(s).

— Click Add to add the device(s) and return to the device management page.
— Click Add and Continue to add the device(s) and continue to add other devices.

12. Optional: Perform further operations on the added device(s).

Configure Device Click < in the Operation column to enter the corresponding device
configuration page to edit the time parameters, reboot the device,
restore the device, or set other parameters. See Configure Device
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Parameters for detailed instructions.

Change Password Select the added device(s) and click Change Password to change the
password for the device(s).

E@Note

® You can only change the password for online HIKVISION devices
currently.

e If the devices share the same password, you can select multiple
devices to change the password together.

Privacy Settings To protect the person's private information including the person's
name and profile picture, you can configure privacy settings for online
access control devices. For details, refer to Privacy Settings.

Restore Default Select the added device(s) and click Restore to restore the configured
device parameters excluding network parameters and account
information.

E@Note

If you want to restore all the device parameters, you should check
Restore device parameters excluding network parameters and
account information, such as user name and password. in the
pop-up window.

Replace Device If the original device malfunctions, you can replace it with a new
device using the same IP address. After you replace it, move the
cursoron © on the right of the device name, and click Replace
Device to confirm the replacement.
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8.4.7 Configure Device Parameters

You can configure parameters for the access control device, including device time, linkage settings
(linked device actions), maintenance settings, etc.

Configure Wiegand Parameters

Based on the knowledge of uploading rule for the third-party Wiegand, you can configure Wiegand
parameters to communicate between the device and the third-party card readers.

Before You Start

Make sure you have wired the third-party card readers to the access control device.

Steps

u b W N

E@Note

e By default, the device disables the custom Wiegand function. If you enable the custom
Wiegand function, all Wiegand ports in the device will use the customized Wiegand protocol.
® You can configure up to 5 custom Wiegand devices.

. In the top left corner of Home page, select - All Modules - General - Resource

Management.

. Select Device and Server - Access Control Device on the left.
. Click {E@ in the Operation column to enter the configuration page of a device.

. Switch on Custom Wiegand.
. Configure the Wiegand parameters.

Total Length
Wiegand data length.
Parity Type

Set the valid parity for Wiegand data according to property of the third party card reader. You
can select Nothing, Odd Even Check, or XOR Parity.
If you select Odd Even Check, you can configure the following:

Odd Start, Length

If the odd parity start bit is 1 and the length is 12, then the platform will start odd parity
calculation from bit 1. It will calculate 12 bits. The result will be in bit 0 (Bit O is the first bit).

Even Start, Length

If the even parity start bit is 12, and the length is 12, then the platform will start even
parity calculation from bit 12. It will calculate 12 bits. The result will be in the last bit.

If you select XOR Parity, you can configure the following:

XOR Parity Start Bit, Length per Group, Length for Parity
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Depending on the table displayed below, the start bit is 0, the length per group is 4, and
the length for parity is 40. It means that the platform will calculate from bit 0, calculate
every 4 bit, and calculate 40 bits in total (10 groups in total). The result will be in the last 4

bits (The result length is the same as the length per group).

Output Rule

Set the output rule.

Card ID Start Bit, Length, and Decimal Digit

If you use the transformation rule, these items are available. Depending on the table
displayed below, the card ID start bit is O, the length is 32, and the decimal digit is 10. It
represents that from bit 0, there are 32 bits represent the card ID. (The length here is

calculated by bit.) And the decimal digit length is 10 bits.

Site Code Start Bit, Length, and Decimal Digit

If you use the transformation rule, these items are available. For detailed information, see
the explanation of the card ID.

OEM Start Bit, Length, and Decimal Digit

If you use the transformation rule, these items are available. For detailed information, see
the explanation of the card ID.

Manufacturer Code Start Bit, Length, and Decimal Digit

If you use the transformation rule, these items are available. Depending on the table
displayed below, the manufacturer code start bit is 32, length is 8, and decimal digit is 3. It
represents that from bit 32, there are 8 bits are manufacturer code. (The length here is
calculated by bit.) And the decimal length is 3.

iNote

Take Wiegand 44 for example, the setting values in the Custom Wiegand are as follows:

Custom Wiegand
Name

Wiegand 44

Total Length

44

Transformation Rule
(Decimal Digit)

byFormatRule[4]=[1][4][0][0]

Parity Type XOR Parity

Odd Parity Start Bit Length

Even Parity Start Bit Length

XOR Parity Start Bit 0 Length per Group | 4 Total Length | 40
Card ID Start Bit 0 Length 32 Decimal Digit | 10
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Site Code Start Bit Length Decimal Digit

OEM Start Bit Length Decimal Digit

Manufacturer Code

Start Bit 32 Length 8 Decimal Digit | 3

Configure Device Actions for Access Event

You can set the linkage actions of an access control device for the device's events, so that when a
specific event occurs, the device can execute actions such as capturing a picture, recording video
footage, triggering alarm output, triggering buzzer, arming/disarming zones, locking/unlocking
access points, etc.

Steps

ua b W N

EENote

This feature requires device support. Parameters vary with different device types and models.

. In the top left corner of Home page, select - All Modules - General - Resource

Management.

. Select Device and Server -> Access Control Device on the left.
. Click {E@ in the Operation column to enter the configuration page of a device.

. Click Add in the Linkage section.
. Configure event source.

1) Select Event Linkage as the linkage type.
2) Select an event type from the Event Type drop-down list and then select a specific event.

E@Note

e |f you select Alarm Input Event, you need to select an alarm input.
e |f you select Door Event, you need to select an access point.
e |f you select Card Reader Event, you need to select a card reader.

. Configure linkage target.

Buzzing
Buzzer on Controller

ON

Turn on the buzzer on the access controller when the specified event is triggered.

OFF
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Turn off the buzzer on the access controller when the specified event is triggered.

No Linkage
Disable the linkage action.

Buzzer on Reader
ON
Turn on the buzzer on the card reader when the specified event is triggered.

OFF
Turn off the buzzer on the card reader when the specified event is triggered.

No Linkage
Disable the linkage action.

Capture/Recording

Capture

Enable the device's linked camera to capture a picture when the specified event is
triggered.

Recording

Enable the device's linked camera to record video footage when the specified event is
triggered.

Alarm Output
ON
Trigger the alarm output when the specified event is triggered.

OFF
Stop the alarm output when the specified event is triggered.

No Linkage
Disable the linkage action.

Zone
ON
Arm the zone when the specified event is triggered.

OFF
Disarm the zone when the specified event is triggered.

No Linkage
Disable the linkage action.

Access Point
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Unlock
Unlock the access point (door or barrier) when the specified event is triggered.

Lock
Lock the access point when the specified event is triggered.

Remain Unlocked
The access point will remain unlocked when the specified event is triggered.

Remain Locked
The access point will remain locked when the specified event is triggered.

No Linkage

Disable the linkage action.
7. Click Save to add the linkage.
8. Optional: Perform further operations on linkages.

Delete a Linkage Click @ to delete the linkage.
Delete All Linkages Click Delete All to delete all linkages.

Edit Linkage Click £ to edit the linkage.

Configure Device Actions for Card Swiping

You can set the linkage actions of an access control device for card swiping, so that when the
device detects a specific card, the device can execute actions such as capturing a picture,
triggering alarm output, triggering buzzer, locking/unlocking access point, etc. In this way, you can
monitor the behaviors and whereabouts of the card holder.

Steps

E@Note

This feature requires device support. Parameters vary with different device types and models.

1. In the top left corner of Home page, select - All Modules - General - Resource
Management.
. Select Device and Server - Access Control Device on the left.

. Click {E@ in the Operation column to enter the configuration page of a device.

. Click Add in the Linkage section.
. Configure event source.

1) Select Card Linkage as the linkage type.

2) Select a card from the Card Number drop-down list.

3) Select a card reader from the Card Reader drop-down list.
6. Configure linkage target.

u b W N
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Buzzing
Buzzer on Controller
ON
Turn on the buzzer on the access controller when the specified event is triggered.

OFF
Turn off the buzzer on the access controller when the specified event is triggered.

No Linkage
Disable the linkage action.

Buzzer on Reader
ON
Turn on the buzzer on the card reader when the specified event is triggered.

OFF
Turn off the buzzer on the card reader when the specified event is triggered.

No Linkage
Disable the linkage action.

Capture/Recording

Capture

Enable the device's linked camera to capture a picture when the specified event is
triggered.

Recording

Enable the device's linked camera to record video footage when the specified event is
triggered.

Alarm Output
ON
Trigger the alarm output when the specified event is triggered.

OFF
Stop the alarm output when the specified event is triggered.

No Linkage
Disable the linkage action.

Zone

ON
Arm the zone when the specified event is triggered.
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OFF
Disarm the zone when the specified event is triggered.

No Linkage
Disable the linkage action.

Access Point

Unlock
Unlock the access point (door or barrier) when the specified event is triggered.

Lock
Lock the access point when the specified event is triggered.

Remain Unlocked
The access point will remain unlocked when the specified event is triggered.

Remain Locked
The access point will remain locked when the specified event is triggered.

No Linkage

Disable the linkage action.
7. Click Save to add the linkage.
8. Optional: Perform further operations on linkages.

Delete a Linkage Click @ to delete the linkage.
Delete All Linkages Click Delete All to delete all linkages.

Edit Linkage Click £ to edit the linkage.

Configure Device Actions for Person ID

You can set the linkage actions of an access control device for person ID, so that when the device
detects the credentials of the person, it can execute actions such as capturing a picture, triggering
alarm output, triggering buzzer, locking/unlocking access point, etc. In this way, you can monitor
the behaviors and whereabouts of the person.

Steps

E@Note

This feature requires device support. Parameters vary with different device types and models.

1. In the top left corner of Home page, select - All Modules - General - Resource
Management.
2. Select Device and Server - Access Control Device on the left.

3. Click @ in the Operation column to enter the configuration page of a device.
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4. Click Add in the Linkage section.
5. Configure event source.

1) Select Person Linkage as the linkage type.

2) Select a person ID from the Person drop-down list.

3) Select a card reader from the Card Reader drop-down list.
6. Configure linkage target.

Buzzing
Buzzer on Controller

ON

Turn on the buzzer on the access controller when the specified event is triggered.
OFF

Turn off the buzzer on the access controller when the specified event is triggered.
No Linkage

Disable the linkage action.

Buzzer on Reader

ON
Turn on the buzzer on the card reader when the specified event is triggered.
OFF

Turn off the buzzer on the card reader when the specified event is triggered.

No Linkage

Disable the linkage action.
Capture/Recording

Capture

Enable the device's linked camera to capture a picture when the specified event is
triggered.

Recording

Enable the device's linked camera to record video footage when the specified event is
triggered.

Alarm Output
ON
Trigger the alarm output when the specified event is triggered.

OFF

Stop the alarm output when the specified event is triggered.
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No Linkage
Disable the linkage action.

Zone
ON
Arm the zone when the specified event is triggered.

OFF
Disarm the zone when the specified event is triggered.
No Linkage

Disable the linkage action.

Access Point

Unlock
Unlock the access point (door or barrier) when the specified event is triggered.

Lock

Lock the access point when the specified event is triggered.

Remain Unlocked
The access point will remain unlocked when the specified event is triggered.

Remain Locked
The access point will remain locked when the specified event is triggered.

No Linkage

Disable the linkage action.
7. Click Save to add the linkage.
8. Optional: Perform further operations on linkages.

Delete a Linkage Click @ to delete the linkage.
Delete All Linkages Click Delete All to delete all linkages.

Edit Linkage Click £ to edit the linkage.
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Configure Device Actions for MAC Address

You can set access control device's linkage actions for MAC address of mobile devices, so that
when the device detects a specific MAC address, the device can execute actions such as capturing
a picture, triggering alarm output, triggering buzzer, locking/unlocking access point, etc.

Steps

EENote

This feature requires device support. Parameters vary with different device types and models.

1. In the top left corner of Home page, select - All Modules - General - Resource
Management.
2. Select Device and Server - Access Control Device on the left.

3. Click @ in the Operation column to enter the configuration page of a device.

4. Click Add in the Linkage section.
5. Select MAC Linkage as the linkage type, and then edit the MAC address.
6. Configure linkage target.

Buzzing
Buzzer on Controller
ON

Turn on the buzzer on the access controller when the specified event is triggered.

OFF

Turn off the buzzer on the access controller when the specified event is triggered.

No Linkage
Disable the linkage action.

Buzzer on Reader
ON
Turn on the buzzer on the card reader when the specified event is triggered.

OFF

Turn off the buzzer on the card reader when the specified event is triggered.

No Linkage
Disable the linkage action.

Capture/Recording

Capture
Enable the device's linked camera to capture a picture when the specified event is
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triggered.

Recording

Enable the device's linked camera to record video footage when the specified event is
triggered.

Alarm Output
ON
Trigger the alarm output when the specified event is triggered.

OFF
Stop the alarm output when the specified event is triggered.

No Linkage
Disable the linkage action.

Zone

ON

Arm the zone when the specified event is triggered.
OFF

Disarm the zone when the specified event is triggered.
No Linkage

Disable the linkage action.

Access Point

Unlock
Unlock the access point (door or barrier) when the specified event is triggered.

Lock

Lock the access point when the specified event is triggered.
Remain Unlocked

The access point will remain unlocked when the specified event is triggered.
Remain Locked

The access point will remain locked when the specified event is triggered.

No Linkage

Disable the linkage action.
7. Click Save to add the linkage.
8. Optional: Perform further operations on linkages.

Delete a Linkage Click @ to delete the linkage.

Delete All Linkages Click Delete All to delete all linkages.
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Edit Linkage Click £ to editthe linkage.

Configure Card Swiping Parameters

You can configure card swiping parameters to allow authentication by entering card number on
keypad, enable NFC clone card, enable Mifare encryption, etc.
Steps

1. In the top left corner of Home page, select - All Modules - General -> Resource
Management.
2. Select Device and Server - Access Control Device on the left.

3. Click {:I::‘-'} on the Operation column to enter the configuration page of a device.
4. In Card Swiping section, configure card swiping parameters.

E@Note

Parameters vary with different device types and models.

Reader Communication Protocol
Select the reader communication protocol.

Input Card Number On Keypad

If it is checked, visitors can enter card number on keypad for authentication.
Enable NFC Card

If it is enabled, visitors can use cloned cards for authentication.
Mifare Encryption

If it is enabled, only the card with the same encrypted sector can be granted access.
Voice Prompt

If it is enabled, an audio prompt will be played when swiping cards.

Upload Picture after Linked Capture
Upload the pictures captured by the linked camera(s) to the platform automatically.

[ENote

For details about linking a camera to an access point, see Edit Door.

Picture Storage

If it is checked, the captured pictures will be automatically saved to the storage location
you configured in picture storage settings for the access points.
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E@Note

For details about configuring picture storage settings, see Edit Door.

Picture Size
Select a picture size from the drop-down list for the captured pictures saved to the storage
location.

Picture Quality

Select a picture quality from the drop-down list for the captured pictures saved to the
storage location.

Capture Times

Select the capture times from the drop-down list for the devices to capture face pictures
for the times selected.

Configure Other Parameters

You can configure other parameters for an access control device and restore or reboot the device
on the device configuration page.

E@Note

e Device support required. Parameters vary with different device types and models.
e For more remote configurations, click Configuration at the end of the device configuration page.
For detailed instructions, refer to the user manual of the device.

Time
You can view the time zone where the device locates and set the following parameters.

Device Time
Click the Device Time field to custom time for the device.

Sync with Server Time

Synchronize the device time with the server of the platform.

Skin-surface Temperature

Set Temperature Screening to on to enable temperature screening function.

Threshold(°C)

Set the range of normal skin-surface temperature. The detected temperature that is not in this
range is abnormal temperature. The maximum temperature must be higher than the minimum
temperature.

Open Door When Temperature is Abnormal
If enabled, the door will open when person's skin-surface temperature is abnormal. By default,
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the door will not open for abnormal temperature.

Linked Thermal Camera
Enter the device IP address of the linked thermal camera for temperature screening.

E@Note

It is used for the access control devices that do not support temperature screening.

Mask Settings

Set Mask Detection to on to enable mask detection function. Once enabled, the device can detect
persons without a face mask.

Do Not Open Barrier when No Mask
If checked, the barrier will still open for persons without a mask.

RS-485

RS-485 Communication Redundancy

You can check RS-485 Communication Redundancy to enable the function if you wire the
RS-485 card to the device redundantly.

Working Mode
Select the working mode, including the card reader, door control unit, and access control host.

Turnstile Parameters
You can configure passing mode for the turnstile linked to the device.

Based on Lane Controller's DIP Mode

The device will follow the lane controller's DIP settings to control the turnstile. The settings on
the main controller will be invalid.

Based on Main Controller's Settings

The device will follow the settings of main controller to control the turnstile. The DIP settings of
the lane controller will be invalid.

Maintenance

You can reboot a device remotely and restore it to its default settings.

Reboot
Reboot the device.

Restore Default

Restore the device to its default settings. The device needs to be activated after restoring.

Facial and human body Mode

You can check Deep Mode to enable the function. Once enabled, all the face credentials applied to
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the device will be cleared. Go to Access Control - Access Level and click = to apply the data in
the platform to the device.

More

You can click Configuration to open the remote configuration page of the device and configure
more parameters.

8.4.8 Privacy Settings

You can configure the settings for event storage, authentication, and picture uploading and
storage, and clear the pictures on the access control devices to protect the person's private
information, including name, profile picture, etc.

In the top of top left corner of Home page, select - All Modules - General - Resource
Management - Device and Server - Access Control Device.

Select one or more devices and click Privacy Settings.

E@Note

Make sure the selected device is online.

Set the following parameters as needed and click Save.

Event Storage
Select the mode of event storage.

Overwrite
The events stored on the device will be overwritten automatically. For example, if a device
can store up to 200 events. When this limit is reached, the first event will be overwritten by
the newest one, and then the second will be overwritten.

Delete Old Events Regularly
Set a time period. The events stored on the device during the period will be automatically
deleted at intervals of the period.

Delete Old Events by Specified Time
Set a specific time. The events stored on the device before the specific time will be
automatically deleted.

Authentication

Check the items to be displayed in authentication results.
You can switch on the Health Code and enter the server address of the health code. When
switched on, the health code will be available in Result Display area. The the server address of
the health code will be applied to the devices.

Picture Uploading and Storage

Check the items as needed.

Upload Recognized or Captured Pictures
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If it is checked, the recognized or captured pictures will be uploaded to the system.

Save Recognized or Captured Pictures
If it is checked, the recognized or captured pictures will be saved to the devices.

Save Profile Pictures
If it is checked, the profile pictures will be saved to the devices.

Upload Event and Alarm Pictures
If it is checked, the event and alarm pictures will be uploaded to the system.

Save Event and Alarm Pictures
If it is checked, the event and alarm pictures will be saved to the devices.

Upload Thermal Pictures
If it is checked, the thermal pictures will be uploaded to the system.

Save Thermal Pictures
If it is checked, the thermal pictures will be saved to the devices.

Clear Pictures Stored on Device

Clear Face Pictures
Click Clear to clear all face pictures.

Clear Recognized or Captured Pictures
Click Clear to clear all recognized pictures or captured pictures.

8.5 Manage Video Intercom Device

You can add video intercom devices (indoor station, door station, outer door station, and main
station) to the system for management, including editing and deleting the devices, remote
configuration, changing online devices' password, etc. You can also perform further operations
such as video intercom, unlocking door remotely, etc. based on the added devices.

e Indoor Station: The indoor station is an intelligent terminal which can provide two-way audio,
network transmission, data storage, remote unlocking, etc. It is mainly applied in the
community.

e Door Station: The door station can send call to indoor station (residents) and main station. It is
mainly applied in the community and office buildings.

e Outer Door Station: The outer door station can send call to indoor station (residents) and main
station. It is mainly applied in the community and office buildings.

e Main Station: The main station is an intelligent terminal, which can be used to unlock door
remotely, send call to residents and respond to residents' call. It is mainly applied in large
community.
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8.5.1 Add a Detected Online Video Intercom Device

The online video intercom devices on the same local subnet with the current Web Client or SYS
server can be displayed in the list, and you can add the detected indoor station to the system one
by one.

Before You Start

e Make sure the devices you are going to use are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral-Workstation via network.

e The devices to be added should be activated. Refer to Create Password for Inactive Device(s)
for detailed operation about activating devices.

Steps

1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

2. Click Device and Server - Video Intercom Device on the left.

3. In the Online Device area, select a network type.

Server Network
As the default selection, the detected online devices on the same local subnet with the SYS
server will be listed in the Online Device area.

Local Network

The detected online devices on the same local subnet with the current Web Client will be
listed in the Online Device area.

4. In the Online Device area, select the active device to be added.

5. Click & inthe Online Device area to enter the Add Video Intercom Device page.
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Figure 8-1 Add Video Intercom Device Page
6. Enter the required information.

Device Address
The IP address of the device, which is shown automatically.

Device Port
The port No. of the device, which is shown automatically. The default port No. is 8000.

Device Name

Create a descriptive name for the device. For example, you can use an alias that can show the
location or feature of the device.
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Password

The password required to access the account.

&Caution

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

7. Optional: Set the time zone for the device.

— Click Manually Set Time Zone, and click - to select a time zone from the drop-down list.

[ENote

You can click View to view the details of the current time zone.

— Click Get Device's Time Zone to get the device's time zone.

8. Optional: Switch Add Resource to Area to on to import the resources of the added devices to an
area.

iNote

® You can import all the alarm inputs or the specified alarm input to the corresponding area.

® You can create a new area by the device name or select an existing area.

e |f you do not import resources to area, you cannot perform further operations for the alarm
inputs.

9. Optional: Check Restore Default to restore configured device parameters to default settings.

[ENote

e Not all the device parameters will be restored. Network parameters such as IP address, port
No., and password will be kept.

e |t is recommended that you should restore to default when adding an online device that has
been added to other platforms for the first time.

10. Click Add.

11. Perform the following operation(s) after adding the online device.
Remote Click : to set the remote configurations of the corresponding
Configurations device. For details, refer to Configure Device Parameters.
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Change Password Select the added device(s) and click #? to change the password for
the device(s).

E@Note

® You can only change the password for online HIKVISION devices
currently.

e If the devices have the same password, you can select multiple
devices to change the password for them at the same time.

Restore Default Select the added device(s), and click % to restore the configured
device parameters.

E@Note

If you want to restore the device parameters configured on the
system, you can check Restore device network parameters and
account information, such as user name and password. in the
pop-up window.

Filter Device Click All Devices at the upper-left corner on the Device List page, and
then select a desired group to filter the devices.

8.5.2 Add a Video Intercom Device by IP Address

When you know the IP address of a video intercom device, you can add it to the system by
specifying the IP address, user name, password, etc. for management and further video intercom
applications.

Before You Start

Make sure the devices you are going to use are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral-Workstation via network.

Steps

1. In the top left corner of Home page, select - All Modules - General -> Resource
Management.

2. Click Device and Server - Video Intercom Device on the left.

3. Click Add to enter Add Video Intercom Device page.

4, Select IP Address as the adding mode.
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Figure 8-2 Add Video Intercom Device Page

5. Enter the required information.

Device Address
The IP address of the device.

Device Port
By default, the device port No. is 8000.

Device Name

Create a descriptive name for the device. For example, you can use an alias that can show the
location or feature of the device.
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Password
The password required to access the account.

&Caution

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

6. Optional: Set the time zone for the device.

— Click Manually Set Time Zone, and click - to select a time zone from the drop-down list.

[ENote

You can click View to view the details of the current time zone.

— Click Get Device's Time Zone to get the device's time zone.
7. Optional: Switch Add Resource to Area to on to import the resources of the added devices to an
area.

iNote

® You can import all the alarm inputs or the specified alarm input to the corresponding area.

® You can create a new area by the device name or select an existing area.

e |f you do not import resources to area, you cannot perform further operations for the alarm
inputs.

8. Optional: Check Restore Default so that all the parameters of the device configured on the
system will be restored to default settings.

9. Finish adding the device.
— Click Add to add the device and back to the video intercom device list page.
— Click Add and Continue to save the settings and continue to add the next device.

10. Perform the following operation(s) after adding the devices.

Remote Click : to set the remote configurations of the corresponding
Configurations device. For details, refer to Configure Device Parameters.
Change Password Select the added device(s) and click #? to change the password for

the device(s).

E@Note
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® You can only change the password for online HIKVISION devices
currently.

e If the devices have the same password, you can select multiple
devices to change the password for them at the same time.

Filter Device Click All Devices at the upper-left corner on the Device List page, and
then select a desired group to filter the devices.

8.5.3 Add Video Intercom Devices in a Batch

You can add video intercom devices in a batch to the system by entering the device information to
the predefined template and importing the template to the system.

Before You Start

Make sure the devices you are going to use are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral-Workstation via network.

Steps

1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

. Click Device and Server - Video Intercom Device on the left.

. Click Add to enter Add Video Intercom Device page.

. Click Batch Import as the adding mode.

. Click Download Template to save the predefined template (Excel file) on your PC.

. Open the exported template file and enter the required information of the devices to be added.

. Click = and select the template file.

. Optional: Set the time zone for the device.

OO U B WN

— Click Manually Set Time Zone, and click - to select a time zone from the drop-down list.

E@Note

You can click View to view the details of the current time zone.

— Click Get Device's Time Zone to get the device's time zone.
9. Finish adding the devices.
— Click Add to add the video intercom devices in a batch, and back to the video intercom device
list page.
— Click Add and Continue to save the settings and continue to add other video intercom
devices.
10. Perform the following operation(s) after adding the devices.

Remote Click < to set the remote configurations of the corresponding
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Configurations

Change Password

Filter Device

device.

E@Note

For detailed operation steps for the remote configuration, see the
user manual of the device.

Select the added device(s) and click /? to change the password for
the device(s).

E@Note

® You can only change the password for online HIKVISION devices
currently.

e |f the devices have the same password, you can select multiple
devices to change the password for them at the same time.

Click All Devices at the upper-left corner on the Device List page, and
then select a desired group to filter the devices.

8.6 Manage Visitor Terminals

The visitor terminals can be added to the system for management, including editing and deleting
the devices, remote configuration, etc. The platform supports multiple ways for adding visitor
terminals. You can select one of them according to your need.

8.6.1 Add Detected Online Visitor Terminals

The system can perform an automated detection for available visitor terminals in the network
where the Web Client or server is located, which makes the devices' information about themselves
(e.g., IP address) recognized by the system. Based on the information, you can add the devices

quickly.

You can add one online devices at a time, or add multiple online devices in a batch.

Add a Detected Online Visitor Terminal

For the detected online visitor terminals, you can add the device one by one to
HikCentral-Workstation by specifying its user name, password and some other parameters.

Before You Start

o Make sure the devices you are going to use are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
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connect the devices to the HikCentral-Workstation via network.

e The devices to be added should be activated. Refer to Create Password for Inactive Device(s)

for details about activating devices.

Steps

1.

ul

In the top left corner of Home page, select - All Modules - General -> Resource
Management.

. Click Visitor Terminal on the left.
. In the Online Device area, select a network type.

Server Network
As the default selection, the detected online devices in the same local subnet with the SYS
server will be listed in the Online Device area.

Local Network

The detected online devices in the same local subnet with the Web Client will be listed in the
Online Device area.

. In the Online Device area, select the active device to be added.
. Click Add to Device List to open the Add Online Device window.
. Set the required information.

Device Address
The IP address of the device, which is shown automatically.

Device Port
The port number of the device, which is shown automatically. The default port number is 80.

Device Name
Create a descriptive name for the device. For example, you can use an alias that can show the
location or feature of the device.
User Name
The user name for administrator account created when activating the device or the added
non-admin account such as operator. When adding the device to HikCentral-Workstation
using the non-admin account, your permissions may restrict your access to certain features.
Password
The password required to access the account.
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&Caution

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

7. Optional: Set the time zone for the device.

Get Device's Time Zone

The time zone of the device will be automatically chosen according to the region of the
device.

Manually Set Time Zone (The settings will be applied to the device automatically)
You can manually select a time zone of the device. The settings will be applied to the device
automatically.
8. Optional: Check Restore Default to restore configured device parameters to default settings.

iNote

e Not all the device parameters will be restored. Network parameters such as IP address, port
No., and password will be kept.

e |t is recommended that you should restore to default when adding an online device that has
been added to other platforms for the first time.

9. Click Add to finish adding the device.
10. Optional: Perform the following operations after adding the online device.

Remote Click ¢ to set the remote configurations of the corresponding
Configurations device.

E@Note

For detailed operation steps about remote configuration, see the user
manual of the device.

Refresh Device Select the added device and click £> to refresh information of the
Information device.
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Add Detected Online Visitor Terminals in a Batch

For the detected online encoding devices, if they have the same user name and password, you can
batch add multiple devices to HikCentral-Workstation.

Before You Start

e Make sure the devices you are going to use are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral-Workstation via network.

e The devices to be added should be activated. Refer to Create Password for Inactive Device(s)
for details about activating devices.

Steps
1. In the top left corner of Home page, select - All Modules - General -> Resource
Management.

2. Click Device and Server - Visitor Terminal on the left.
3. In the Online Device area, select a network type.

Server Network

As the default selection, the detected online devices in the same local subnet with the SYS
server will list in the Online Device area.

Local Network

The detected online devices in the same local subnet with the Web Client will list in the
Online Device area.

4. In the Online Device area, check the active devices to be added.

. Click Add to Device List to open the Add Online Device dialog.

6. Enter the same user name and password.

Ul

User Name
The user name for administrator account created when activating the device or the added
non-admin account such as operator. When adding the device to HikCentral-Workstation
using the non-admin account, your permissions may restrict your access to certain features.
Password
The password required to access the account.
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&Caution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

7. Optional: Set the time zone for the device.

Get Device's Time Zone

The time zone of the device will be automatically chosen according to the region of the
device.

Manually Set Time Zone (The settings will be applied to the device automatically)

You can manually select a time zone of the device. The settings will be applied to the device
automatically.
8. Optional: Check Restore Default to restore configured device parameters to default settings.

EENote

e Not all the device parameters will be restored. Network parameters such as IP address, port
No., and password will be kept.

e |t is recommended that you should restore to default when adding an online device that has
been added to other platforms for the first time.

9. Click Add.

10. Optional: Perform the following operations after adding the online devices in a batch.
Remote Click ¢ to set the remote configurations of the corresponding
Configurations device.

E@Note

For detailed operation steps about remote configuration, see the user
manual of the device.

Refresh Device Select the added device and click &> to refresh information of the
Information device.
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8.6.2 Add Visitor Terminal by IP Address

When you know the IP address or domain name of a device, you can add it to the platform by
specifying the IP address (or domain name), user name, password, etc.

Before You Start

Make sure the devices you are going to use are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral-Workstation via network.

Steps

1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

. Click Device and Server = Visitor Terminal on the left.

. Click Add to enter the Add Visitor Terminal page.

. Select IP Address as the adding mode.

. Enter the required information.

u b WN

Device Address
The IP address of the device.

Device Port
By default, the device port No. is 80.

Device Name

Create a descriptive name for the device. For example, you can use an alias that can show the
location or feature of the device.

Password
The password required to access the account.

&Caution

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

6. Optional: Set the time zone for the device.

Get Device's Time Zone

The time zone of the device will be automatically chosen according to the region of the
device.
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Manually Set Time Zone (The settings will be applied to the device automatically)

You can manually select a time zone of the device. The settings will be applied to the device
automatically.
7. Optional: Check Restore Default to restore configured device parameters to default settings.

E@Note

e Not all the device parameters will be restored. Network parameters such as IP address, port
No., and password will be kept.

e |t is recommended that you should restore to default when adding an online device that has
been added to other platforms for the first time.

8. Finish adding the device.

— Click Add to add the encoding device and back to the encoding device list page.

— Click Add and Continue to save the settings and continue to add other encoding devices.
9. Optional: Perform the following operation(s) after adding the devices.

Remote Click < to set the remote configurations of the corresponding
Configurations device.

E@Note

For detailed operation steps about remote configuration, see the user
manual of the device.

Refresh Device Select the added device and click 27 to refresh information of the
Information device.

8.6.3 Add Visitor Terminals by IP Segment

When multiple visitor terminals to be added have the same port number, user name, password,
and have different IP addresses within a range, you can add devices by specifying the IP segment
and some other related parameters.

Before You Start

Make sure the devices you are going to use are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral-Workstation via network.

Steps

1. In the top left corner of Home page, select - All Modules - General -> Resource
Management.

2. Click Device and Server - Visitor Terminal on the left.

3. Click Add to enter the Add Visitor Terminal page.
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. Select IP Segment as the adding mode.
. Enter the required information.
Device Address

Enter the start IP address and the end IP address where the devices are located.

Device Port
By default, the device port No. is 80.

User Name
The user name for administrator created when activating the device or the added non-admin
users. When adding the device to HikCentral-Workstation using the non-admin user, your
permissions may restrict your access to certain features.

Password
The password required to access the device.

&Caution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

. Optional: Set the time zone for the device.

Get Device's Time Zone

The time zone of the device will be automatically chosen according to the region of the
device.

Manually Set Time Zone (The settings will be applied to the device automatically)

You can manually select a time zone of the device. The settings will be applied to the device

automatically.

. Finish adding the device.

— Click Add to add the devices of which the IP addresses are between the start IP address and
end IP address and back to the device list page.

— Click Add and Continue to save the settings and continue to add other encoding devices.

. Optional: Perform the following operations after adding the devices.

Remote Click : to set the remote configurations of the corresponding
Configurations device.

E@Note
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For detailed operation steps about remote configuration, see the user
manual of the device.

Refresh Device Select the added device and click 27 to refresh information of the
Information device.

8.6.4 Add Visitor Terminals in a Batch

When there are multiple devices to be added, you can edit the predefined template containing the
required device information, and import the template to HikCentral-Workstation to add devices in
a batch.

Before You Start

Make sure the devices you are going to use are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral-Workstation via network.

Perform this task when you need to add devices by importing the template which contains
information of multiple devices.

Steps

1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

. Click Device and Server - Visitor Terminal on the left.

. Click Add to enter the Add Visitor Terminal page.

. Select Batch Import as the adding mode.

. Click Download Template and save the predefined template (excel file) on your PC.

. Open the exported template file and enter the required information of the devices to be added
on the corresponding column.

. Click = and select the edited file.

. Optional: Set the time zone for the device.

Uk WN

[e BN

Get Device's Time Zone

The time zone of the device will be automatically chosen according to the region of the
device.

Manually Set Time Zone (The settings will be applied to the device automatically)

You can manually select a time zone of the device. The settings will be applied to the device
automatically.
9. Finish adding devices.
— Click Add to add the devices and go back to the device list page.
— Click Add and Continue to save the settings and continue to add next batch of devices.
10. Optional: Perform the following operation(s) after adding devices in a batch.
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Remote Click < to set the remote configurations of the corresponding
Configurations device.

E@Note

For detailed operation steps about remote configuration, see the user
manual of the device.

Refresh Device Select the added device and click 27 to refresh information of the
Information device.

8.7 Add a Query Terminal

A query terminal is installed with the Self-Service Vehicle Finding Client and is mounted in a
parking lot for vehicle owners to locate and find their vehicles. On the Web Client, you can add a
guery terminal by its device ID and further manage it such as editing its information and removing
it from the platform.

Before You Start

o Make sure the devices you are going to add are correctly installed and connected to the
network as specified by the manufacturers. Such initial configuration is required in order to be
able to connect the devices to the HikCentral-Workstation via network.

e Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Steps

1. In the top left corner of the Client, select —> All Modules - General - Resource
Management.

2. Select Device and Server - Query Terminal on the left.

3. Click Add to enter the Add Query Terminal page.
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Add Query Terminal

Basic Information

m Add and Continue Cancel

Figure 8-3 Add Query Terminal

4. Create a name for the query terminal.

5. Enter the device ID of the query terminal.

6. Click Add to finish or click Add and Continue to add another query terminal.
7. Optional: Perform the following operations.

Edit Query Terminal  On the device list, click the name of a query terminal to edit it.

Delete Query Select one or multiple query terminals and click Delete to delete
Terminal them.

Search for Query Enter key words in the search box and click @ to search for specified
Terminal query terminal.

8.8 Add an Entrance/Exit Station

An entrance/exit station is used for managing the entrance or exit of a parking lot, especially that
of an unattended parking lot. After a vehicle gets a ticket or card from an entrance/exit station,
the station will control the barrier gate to open and let the vehicle enter; after the vehicle returns
the ticket or card, the station will allow the vehicle to exit. Besides, if an entrance/exit station
assigns cards instead of tickets, its guidance screen is configurable, which means you can configure
the information displayed on it.

Steps
1. In the top left corner of the Client, select — All Modules -> General - Resource
Management.

2. Click Device and Sever -> Entrance/Exit Station on the left.
3. Click Add to enter the Add Entrance/Exit Station page.
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Add Entrance/Exit Station

Basic Information
ddre:
|
Resource Information

» ) All Resource:

Specified Camera

Figure 8-4 Add Entrance/Exit Page

. In the Basic Information area, enter the IP address, port No., name, user name, and password of
the entrance/exit station.

. Optional: Add the entrance/exit station's related resource(s) to an area.

1) In the Resource Information area, switch on Add Resource to Area.

2) Select All Resources or Specified Camera.

iNote

If you select All Resources, all the resources related to the entrance/exit station will be added
to an area; if you select Specified Camera, you need to select camera(s) to add.

3) Select Create Area by Device Name or Existing Area.

iNote

If you select Create Area by Device Name, an area named after the entrance/exit station will
be created, and the resource(s) will be added to the area; if you select Existing Area, you
need to select an area to add the resource(s) to.

4) Select None to get the stream for live view and playback.

5) Optional: Check Get Device's Recording Settings to get camera's recording settings
configured on the entrance/exit station.

. Click Add to finish or click Add and Continue to add another entrance/exit station.

. Optional: Perform the following operations.

Edit an Entrance/Exit In the Device Name column, click the name of an entrance/exit
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Station station to edit it.

Delete an Select an entrance/exit station, and click Delete to delete it. You can
Entrance/Exit Station also select multiple entrance/exit stations, and click Delete to delete
them at once.

Configure an In the Operation column, click # to configure the entrance/exit
Entrance/Exit Station station remotely.
Remotely

8.9 Manage Guidance Terminals

In Resource Management, you can add guidance terminals to the platform, check device details,
change device password, and configure device parameters. While you add a guidance terminal,
you can add its resources (such as connected parking cameras and alarm inputs/outputs) to areas
for further configurations.

E@Note

After you add and manage guidance terminals int Resource Management, you can set up a parking
guidance system for your parking lot. See details in Parking Guidance Configuration.

8.9.1 Add Detected Online Guidance Terminals

The platform can automatically detect the available guidance terminals on the same network
where the Web Client or the SYS server is running. You can add one online terminal at a time, or
batch add multiple online terminals if they have the same user name and password.

Add a Detected Online Guidance Terminal

You can add detected online guidance terminals one by one if the terminals do not have the same
user name or password.

Before You Start

o Make sure the devices you are going to add are correctly installed and connected to the
network as specified by the manufacturers. Such initial configuration is required in order to be
able to connect the devices to the HikCentral-Workstation via network.

e Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Steps

1. In the top left corner of Home page, select - All Modules - General -> Resource
Management.
2. Select Device and Server - Guidance Terminal on the left.
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3. In the Online Device area, select a network type.

Server Network
All detected online devices on the same local subnet with the SYS server.

Local Network

All detected online devices on the same local subnet with the current Web Client.
4. Select an activated device that you want to add.
. Click Add to Device List.
6. In the Basic Information area, edit device login information.

w

Device Address

IP address of the device, which is acquired automatically.
Device Port

Port number of the device. The default port number is 8000.
Device Name

Create a descriptive name for the device. For example, you can use an alias that can indicate
the location or feature of the device.

User Name

User name of administrator account created when activating the device, or the added
non-admin account such as operator account.

iNote

Your access to certain features might be restricted when using a non-admin account to add
the device to the platform.

Password

Password of the account that you are logging in.

&Caution

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

7. Optional: Switch on Add Resource to Area to import the resources of the device to an area.

E@Note

® You can import all the resources including cameras, alarm inputs, and alarm outputs, or
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specific cameras to the corresponding area.

® You can create a new area named after the device name or select an existing area.

e If you do not import resources to an area, you cannot perform further operations for the
cameras.

8. Optional: If you choose to add resources to area, switch on Video Storage and select a storage
location as Encoding Device for recording.

E@Note

e The video files will be stored in the encoding device according to the configured recording
schedule.

e For adding the encoding device by domain name, the video files can only be stored in the
local storage of the device.

9. Set the recording schedule for the cameras.
— Check Get Device's Recording Settings to get the recording schedule from the device and the
cameras of the device will start recording according to the schedule.
— Uncheck Get Device's Recording Settings and set the required information, such as recording
schedule template, stream type, etc. Refer to Configure Recording for Cameras for details.
10. Click Add.
11. Optional: Perform further operations after adding the online device.

Configure Device Click ©: in the Operation column to enter the remote configuration
page of the device.

lilNote

For detailed instructions on remote configuration, see the user
manual of the device.

Change Password Select a device and click /?Change Password to change the password
of the device.

E@Note

e You can change the password for online HIKVISION devices only.
e |f multiple devices have the same password, you can select these
devices to change the password for them together.

Batch Add Detected Online Guidance Terminals

You can batch add detected online guidance terminals if the terminals have the same user name
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and password.

Before You Start

o Make sure the devices you are going to add are correctly installed and connected to the

network as specified by the manufacturers. Such initial configuration is required in order to be
able to connect the devices to the HikCentral-Workstation via network.

e Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for

detailed instructions on activating devices.

Steps

1.

Ul

7.

In the top left corner of Home page, select - All Modules - General - Resource
Management.

. Select Device and Server - Guidance Terminal on the left.
. In the Online Device area, select a network type.

Server Network
All detected online devices on the same local subnet with the SYS server.

Local Network
All detected online devices on the same local subnet with the current Web Client.

. Select the activated devices that you want to add.
. Click Add to Device List.
. In the Basic Information area, edit devices' login information.

User Name

User name of administrator account created when activating the device, or the added
non-admin account such as operator account.

E@Note

Your access to certain features might be restricted when using a non-admin account to add
the device to the platform.

Password
Password of the account that you are logging in.

&Caution

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

Optional: Switch on Add Resource to Area to import the resources of the devices to an area.
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E@Note

® You can create a new area named after the device name or select an existing area.
e |f you do not import resources to an area, you cannot perform further operations for the
cameras.

8. Optional: If you choose to add resources to area, switch on Video Storage and select a storage
location as Encoding Device for recording.

E@Note

e The video files will be stored in the encoding device according to the configured recording
schedule.

e For adding the encoding device by domain name, the video files can only be stored in the
local storage of the device.

9. Set the recording schedule for the cameras.
— Check Get Device's Recording Settings to get the recording schedule from the device and the
cameras of the device will start recording according to the schedule.
— Uncheck Get Device's Recording Settings and set the required information, such as recording
schedule template, stream type. Refer to Configure Recording for Cameras for details.
10. Click Add.
11. Optional: Perform further operations after adding the online devices.

Configure Device Click #: in the Operation column to enter the remote configuration
page of the device.

ClilNote

For detailed instructions on remote configuration, see the user
manual of the device.

Change Password Select a device and click Z~Change Password to change the password
of the device.

E@Note

e You can change the password for online HIKVISION devices only.
e |f multiple devices have the same password, you can select these
devices to change the password for them together.
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8.9.2 Add a Guidance Terminal by IP/Domain

If you know the IP address of the guidance terminal you want to add to the platform, you can add
the device by specifying its IP address, user name, password, etc.

Before You Start

o Make sure the devices you are going to add are correctly installed and connected to the
network as specified by the manufacturers. Such initial configuration is required in order to be
able to connect the devices to the HikCentral-Workstation via network.

e Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Steps

1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

2. Select Device and Server -> Guidance Terminal on the left.

3. Click Add.

4. Set Adding Mode to IP/Domain.

5. Edit device connection and login information.
Device Address

IP address of the device.

Device Port
Port number of the device. The default port number is 8000.

Device Name
Create a descriptive name for the device. For example, you can use an alias that can indicate
the location or feature of the device.

User Name

User name of the administrator account created when activating the device, or the added
non-admin account such as operator account.

E@Note

Your access to certain features might be restricted when using a non-admin account to add
the device to the platform.

Password
Password of the account that you are logging in.
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&Caution

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

6. Optional: Switch on Add Resource to Area to import the resources of the device to an area.

E@Note

® You can import all the resources including cameras, alarm inputs, and alarm outputs, or
specific cameras to the corresponding area.

® You can create a new area named after the device name or select an existing area.

e If you do not import resources to an area, you cannot perform further operations for the
cameras.

7. Optional: If you choose to add resources to area, switch on Video Storage and select a storage
location as Encoding Device for recording.

LiNote

e The video files will be stored in the encoding device according to the configured recording
schedule.

e For adding the encoding device by domain name, the video files can only be stored in the
local storage of the device.

8. Set the recording schedule for the cameras.
— Check Get Device's Recording Settings to get the recording schedule from the device and the
cameras of the device will start recording according to the schedule.
— Uncheck Get Device's Recording Settings and set the required information, such as recording
schedule template, stream type. Refer to Configure Recording for Cameras for details.
9. Finish adding the device.
— Click Add to add the device and return to the device list page.
— Click Add and Continue to add the device and continue to add other devices.
10. Optional: Perform further operations after adding the device.

Configure Device Click ©: in the Operation column to enter the remote configuration
page of the device.

E@Note

For detailed instructions on remote configuration, see the user
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manual of the device.

Change Password Select a device and click Z~Change Password to change the password
of the device.

EENote

e You can change the password for online HIKVISION devices only.
e |f multiple devices have the same password, you can select these
devices to change the password for them together.

8.9.3 Batch Add Guidance Terminals by IP Segment

If the guidance terminals you want to add to the platform are on the same subnet and share the
same port, user name and password, you can add them by specifying the start/end IP address,
user name, password, etc.

Before You Start

o Make sure the devices you are going to add are correctly installed and connected to the
network as specified by the manufacturers. Such initial configuration is required in order to be
able to connect the devices to the HikCentral-Workstation via network.

e Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Steps

1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

. Select Device and Server - Guidance Terminal on the left.

. Click Add.

. Set Adding Mode to IP Segment.

. Edit device connection and login information.

u b WN

Device Address
Start IP address and end IP address.

Device Port
Port number of the devices. The default port number is 8000.

User Name

User name of the administrator account created when activating the device, or the added
non-admin account such as operator account.
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E@Note

Your access to certain features might be restricted when using a non-admin account to add
the device to the platform.

Password
Password of the account that you are logging in.

&Caution

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

6. Optional: Switch on Add Resource to Area to import the resources of the devices to an area.

[ENote

® You can import all the resources including cameras, alarm inputs, and alarm outputs, or
specific cameras to the corresponding area.

® You can create a new area named after the device name or select an existing area.

e |f you do not import resources to an area, you cannot perform further operations for the
cameras.

7. Set the recording schedule for the cameras.
— Check Get Device's Recording Settings to get the recording schedule from the devices and
the cameras of the devices will start recording according to the schedule.
— Uncheck Get Device's Recording Settings and set up recording schedule later. Refer to
Configure Recording for Cameras for details.
8. Finish adding the devices.
— Click Add to add the devices and return to the device list page.
— Click Add and Continue to add the devices and continue to add other devices.
9. Optional: Perform further operations after adding the devices.

Configure Device Click € in the Operation column to enter the remote configuration
page of the device.

E@Note

For detailed instructions on remote configuration, see the user
manual of the device.
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Change Password Select a device and click /?Change Password to change the password
of the device.

E@Note

® You can change the password for online HIKVISION devices only.
e If multiple devices have the same password, you can select these
devices to change the password for them together.

8.9.4 Batch Add Guidance Terminals by Port Segment

If the guidance terminals you want to add to the platform share the same IP address, user name,
and password, but are using different ports, you can add them by specifying the IP address, port
range, user name, password, etc.

Before You Start

Make sure the devices you are going to add are correctly installed and connected to the
network as specified by the manufacturers. Such initial configuration is required in order to be
able to connect the devices to the HikCentral-Workstation via network.

Make sure you have activated the devices. Refer to Create Password for Inactive Device(s) for
detailed instructions on activating devices.

Steps

1.

U b WN

In the top left corner of Home page, select - All Modules - General -> Resource
Management.

. Select Device and Server - Guidance Terminal on the left.
. Click Add.

. Set Adding Mode to Port Segment.

. Edit device connection and login information.

Device Address
Devices' IP address.

Device Port
Start port number and end port number of the devices.

User Name

User name of the administrator account created when activating the device, or the added
non-admin account such as operator account.
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E@Note

Your access to certain features might be restricted when using a non-admin account to add
the device to the platform.

Password
Password of the account that you are logging in.

&Caution

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

6. Optional: Switch on Add Resource to Area to import the resources of the devices to an area.

[ENote

® You can import all the resources including cameras, alarm inputs, and alarm outputs, or
specific cameras to the corresponding area.

® You can create a new area named after the device name or select an existing area.

e |f you do not import resources to an area, you cannot perform further operations for the
cameras.

7. Set the recording schedule for the cameras.
— Check Get Device's Recording Settings to get the recording schedule from the devices and
the cameras of the devices will start recording according to the schedule.
— Uncheck Get Device's Recording Settings and set up recording schedule later. Refer to
Configure Recording for Cameras for details.
8. Finish adding the devices.
— Click Add to add the devices and return to the device list page.
— Click Add and Continue to add the devices and continue to add other devices.
9. Optional: Perform further operations after adding the devices.

Configure Device Click € in the Operation column to enter the remote configuration
page of the device.

E@Note

For detailed instructions on remote configuration, see the user
manual of the device.
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Change Password Select a device and click /?Change Password to change the password
of the device.

E@Note

® You can change the password for online HIKVISION devices only.
e If multiple devices have the same password, you can select these
devices to change the password for them together.

8.9.5 Batch Add Guidance Terminals by Template

You can download a predefined template (a spreadsheet) and edit the guidance terminals'
information in the template to add multiple devices at a time.

Before You Start

Make sure the devices you are going to add are correctly installed and connected to the
network as specified by the manufacturers. Such initial configuration is required in order to be
able to connect the devices to the HikCentral-Workstation via network.

e Make sure you have activated the devices. Refer to Create Password for Inactive Device(s)for

detailed instructions on activating devices.

Steps

1.

b WN

N O

In the top left corner of Home page, select - All Modules - General -> Resource
Management.

. Select Device and Server -> Guidance Terminal on the left.

. Click Add.

. Set Adding Mode to Batch Import.

. Click Download Template to download the predefined template file (in XLSX format) to local

disk.

. In your download folder on PC, open the spreadsheet and edit the required device information.
. On the Web Client, click & and open the edited spreadsheet.
. Finish adding the devices.

— Click Add to add the devices and return to the device list page.
— Click Add and Continue to add the devices and continue to add other devices.

. Optional: Perform further operations after adding the devices.

Configure Device Click € in the Operation column to enter the remote configuration
page of the device.

E@Note

For detailed instructions on remote configuration, see the user
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manual of the device.

Change Password Select a device and click Z~Change Password to change the password
of the device.

EENote

® You can change the password for online HIKVISION devices only.
e |f multiple devices have the same password, you can select these
devices to change the password for them together.

8.10 Add Guidance Screen

Guidance screens can be used in places such as the entrance of a parking lot to show the real-time
number of vacant parking spaces. You can add a guidance screen to the platform by specifying its
LAN IP address.

Steps

1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

. Select Device and Server -> Guidance Screen on the left.

. Click Add.

. Select the type of the guidance screen in Device Type.

. Specify the information about the guidance screen.

b WN

iNote

Parameter items vary among different device types.

LAN IP Address
Specify the IP address of the device.

Device Port

Specify the port number of the device.
Name

Create a descriptive name for the device.

Manufacturer
Select the manufacturer of the device.
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E@Note

Currently, the platform only supports Hikvision guidance screens.

Model
Select the model of the device.

Number of Display Rows

The number of rows of the content can be displayed on the screen, which is determined by
the device model.

For example, if the value is 2, it means the screen supports showing 2 rows of different
information.

-

UNDERGROUND GARAGE

BASEMENTI Im

-
WELCOME

Figure 8-5 Entrance Guidance Screen - One Row

Number of Directions

The number of directions supported by the indoor guidance screen, which is determined by
the device model.

For example, if the value is 3, it means the screen supports showing the vacant parking spaces
in three directions.

Figure 8-6 Indoor Guidance Screen - Three Directions

6. Click Add to finish adding the guidance screen, or click Add and Continue to continue adding
another guidance screen.
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What to do next

e After adding an entrance and exit guidance screen or an entrance guidance screen, you can link
a lane with the screen and configure the related information for the screen in Parking Lot
Management. See details in Add Lane.

e After adding an indoor guidance screen, you can set up a parking guidance system for your
parking lot in Parking Guidance Configuration. See details in Parking Guidance Configuration.

8.11 Manage Security Control Device

You can add the security control devices to the system for managing partition, zone,
arming/disarming, handling alarms,etc.

The security control device includes the security control panel, panic alarm station, Axiom wireless
security control panel, security radar etc., which are widely applied to many scenarios. You can
also add the channels (including cameras, alarm inputs, alarm outputs and radars) of the security
control device to the area.

A security control panel is used for monitoring arming zones, handling alarm signal from the
triggers, and uploading alarm reports to the central alarm monitoring station. The security control
panel is very important for preventing robbery, theft or other accidents.

A panic alarm station is mainly installed in the areas with the crowd or high incidence of cases,
such as school, square, tourist attraction, hospital, supermarket gate, market, station, parking lot,
etc. When the emergency happens or someone asks for help, the person can press panic button to
send alarm to the monitoring center, and the operator in the center will take the appropriate
actions. The panic alarm station helps to realize alarm aid in emergency.

Security radar is an detecting device used to detect the target by electromagnetic wave. Security
radar event will be triggered when the security radar detects object(s) entering the radar zone,
and the calibration camera(s) will start to work to capture more details about this event.

8.11.1 Add Detected Online Security Control Devices

The active online security control devices in the same local subnet with the current Web Client or
SYS server will be displayed on a list. You can add one online device one by one, or add multiple
online devices in a batch.

E@Note

You should install the web control according to the instructions and then the online device
detection function is available.
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Add a Detected Online Security Control Device

You can add the detected online security control devices, and here we introduce the process for
adding single one device.

Before You Start

o Make sure the security control devices you are going to use are correctly installed and
connected to the network as specified by the manufacturers. Such initial configuration is
required in order to be able to connect the devices to HikCentral-Workstation via network.

e The devices to be added should be activated. Refer to Create Password for Inactive Device(s)
for detailed operation about activating devices.

Steps

1. In the top left corner of Home page, select - All Modules - General -> Resource
Management.

2. Click Device and Server - Security Control Device.

3. In the Online Device area, select a network type.

Server Network
As the default selection, the detected online devices in the same local subnet with the SYS
server will be listed in the Online Device area.

Local Network

The detected online devices in the same local subnet with the current Web Client will be
listed in the Online Device area.
4. In the Online Device area, select Hikvision Private Protocol or Hikvision ISUP Protocol to filter
the detected online devices.

EENote

To display devices which can be added to the platform via ISUP, you need to go to - All
Modules - General - System Configuration - Network - Device Access Protocol and switch
on Allow ISUP Registration.

5. In the Online Device area, select an active device to be added.
. Click [} to open the Add Security Control Device window.
7. Enter the required information.

(e)]

E@Note

The device's IP address and port number can be automatically shown in Device Address field
and Device Port field.
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&Caution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

8. Optional: Set the time zone for the device.
— Click Get Device's Time Zone.
— Click Manually Set Time Zone and select a time zone from the drop-down list.

EENote

You can click View to view the details of the selected time zone.

9. Optional: Switch on Add Resource to Area to import the resources (including cameras, alarm
inputs, alarm outputs and radars) of the added security control device to an area.

iNote

® You can select Specified Alarm Input and Radar and select the specified alarm inputs and
radars to import to the area.

e System will generate security control partitions in the area, based on the settings on the
device.

® You can create a new area by the device name or select an existing area.

e |f you do not import resources to area, you cannot perform the further configurations for the

resources.

10. Click Add.

11. Optional: Perform the following operations after adding the online device.
Remote Click € to set the remote configurations of the corresponding
Configurations device.

E@Note

For details about remote configuration, see the user manual of the
device.

Change Password Select the added device(s) and click #~ to change the password for
the device(s).
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E@Note

® You can only change the password for online HIKVISION devices
currently.

e If the devices have the same password, you can select multiple
devices to change the password for them at the same time.

Add Detected Online Security Control Devices in a Batch

For those detected online security control devices, if they have the same password for the same
user name, you can add multiple devices at a time.

Before You Start

o Make sure the security control devices you are going to use are correctly installed and
connected to the network as specified by the manufacturers. Such initial configuration is
required in order to be able to connect the devices to HikCentral-Workstation via network.

e The devices to be added should be activated. Refer to Create Password for Inactive Device(s)
for detailed operation about activating devices.

Steps
1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

2. Click Device and Server - Security Control Device.
3. In the Online Device area, select a network type.

Server Network
The detected online devices in the same local subnet with the SYS server will list in the Online
Device area.

Local Network

The detected online devices in the same local subnet with the Web Client will list in the
Online Device area.
4. In the Online Device area, select Hikvision Private Protocol or Hikvision ISUP Protocol to filter
the detected online devices.

E@Note

To display devices which can be added to the platform via ISUP, you need to go to - All
Modules - General - System Configuration - Network -> Device Access Protocol and switch
on Allow ISUP Registration.

5. In the Online Device area, select the active devices to be added.
6. Click [ to open the Add Security Control Device window.
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7. Enter the required information.

&Caution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

8. Optional: Set the time zone for the device.
— Click Get Device's Time Zone.
— Click Manually Set Time Zone and select a time zone from the drop-down list.

E@Note

You can click View to view the details of the selected time zone.

9. Optional: Switch on Add Resource to Area to import the resources (including cameras, alarm
inputs, alarm outputs and radars) of the added security control device to an area.

iNote

® You can select Specified Alarm Input and Radar and select the specified alarm inputs or
radars to import to the area.

e System will generate security control partitions in the area, based on the settings on the
device.

® You can create a new area by the device name or select an existing area.

e |f you do not import resources to area, you cannot perform the further configurations for the

resources.

10. Click Add.

11. Optional: Perform the following operations after adding the online devices in batch.
Remote Click : to set the remote configurations of the corresponding
Configurations device.

E@Note

For details about remote configuration, see the user manual of the
device.

Change Password Select the added device(s) and click # to change the password.
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E@Note

® You can only change the password for online HIKVISION devices
currently.

e If multiple devices in the device list have the same password, you
can change the password for them in a batch.

8.11.2 Add Security Control Device by IP Address

When you know the IP address of the security control device to add, you can add the devices to
the platform by specifying the IP address, user name, password, and other related parameters.

Before You Start

Make sure the security control devices you are going to use are correctly installed and connected
to the network as specified by the manufacturers. Such initial configuration is required in order to
be able to connect the devices to the system via network.

Steps

1. In the top left corner of Home page, select - All Modules - General -> Resource
Management.

. Click Device and Server - Security Control Device.

. Click Add to enter the Add Security Control Device page.

. Select Hikvision Private Protocol as the Access Protocol.

. Select IP Address as the adding mode.

. Enter the required information.

o Uk WN

iNote

e By default, the device port is 8000.
e For wireless security control panel, the default port is 80.
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&Caution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

7. Optional: Set the time zone for the device.
— Click Get Device's Time Zone.
— Click Manually Set Time Zone and select a time zone from the drop-down list.

EENote

You can click View to view the details of the selected time zone.

8. Optional: Switch on Add Resource to Area to import the resources (including cameras, alarm
inputs, alarm outputs,and radars) of the added security control device to an area.

iNote

® You can select Specified Alarm Input and Radar and select the specified alarm inputs or
radars to import to the area.

e Platform will generate security control partitions in the area, based on the settings on the
device.

® You can create a new area by the device name or select an existing area.

e Up to 64 alarm inputs can be imported in one area. If you don't import resources to area, you
cannot perform further operations for the resources.

e Up to 10 radars can be imported in one area. If you don't import radars to area, you cannot
perform further operations for the radars.

9. Finish adding the device.

— Click Add to add the security control device and back to the security control device list.

— Click Add and Continue to save the settings and continue to add next security control device.
10. Perform the following operations after adding the devices.

Remote Click € to set the remote configurations of the corresponding
Configurations device.

E@Note

For details about remote configuration, see the user manual of the
device.
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Change Password Select the added device(s) and click #? to change the password for
the device(s).

E@Note

® You can only change the password for online HIKVISION devices
currently.

e If the devices have the same password, you can select multiple
devices to change the password for them at the same time.

8.11.3 Add Security Control Devices by IP Segment

If the security control devices having the same port No., user name and password, and their IP
addresses are between the IP segment, you can specify the start IP address and the end IP address,
port No., user name, password, and other related parameters to add them.

Before You Start

Make sure the security control devices you are going to use are correctly installed and connected
to the network as specified by the manufacturers. Such initial configuration is required in order to
be able to connect the devices to the system via network.

Steps

1. In the top left corner of Home page, select - All Modules - General -> Resource
Management.

2. Click Device and Server - Security Control Device.

3. Click Add to enter the Add Security Control Device page.

4. Select Hikvision Private Protocol as the Access Protocol.

5. Select IP Segment as the adding mode.

6. Enter the required the information.

&Caution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.
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7. Optional: Set the time zone for the device.
— Click Get Device's Time Zone.
— Click Manually Set Time Zone and select a time zone from the drop-down list.

E@Note

You can click View to view the details of the selected time zone.

8. Optional: Switch on Add Resource to Area to import the resources (including cameras, alarm
inputs, alarm outputs and radars) of the added security control device to an area.

E@Note

e System will generate security control partitions in the area, based on the settings on the
device.

® You can create a new area by the device name or select an existing area.

e If you do not import resources to area, you cannot perform the further configurations for the
resources.

9. Finish adding the device.
— Click Add to add the security control device and back to the security control device list page.
— Click Add and Continue to save the settings and continue to add next security control device.
10. Perform the following operations after adding the devices.

Remote Click ¢ to set the remote configurations of the corresponding
Configurations device.

ClilNote

For details about remote configuration, see the user manual of the
device.

Change Password Select the added device(s) and click £ to change the password for
the device(s).

EENote

e You can only change the password for online HIKVISION devices
currently.

e |f the devices have the same password, you can select multiple
devices to change the password for them at the same time.

8.11.4 Add Security Control Devices by Port Segment

If the security control devices having the same user name and password, and their port No. are

137



HikCentral-Workstation Web Client User Manual

between the port segment, you can specify the start port No. and the end port No., user name,
password, and other related parameters to add them.

Before You Start

Make sure the security control devices you are going to use are correctly installed and connected
to the network as specified by the manufacturers. Such initial configuration is required in order to
be able to connect the devices to the HikCentral-Workstation via network.

Steps

1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

2. Click Device and Server - Security Control Device.

3. Click Add to enter the Add Security Control Device page.

4. Select Hikvision Private Protocol as the Access Protocol.

5. Select Port Segment as the adding mode.

6. Enter the required the information.

&Caution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

7. Optional: Set the time zone for the device.
— Click Get Device's Time Zone.
— Click Manually Set Time Zone and select a time zone from the drop-down list.

LiNote

You can click View to view the details of the selected time zone.

8. Optional: Switch on Add Resource to Area to import the resources (including cameras, alarm
inputs, alarm outputs and radars) of the added security control device to an area.

E@Note

e System will generate security control partitions in the area, based on the settings on the
device.

® You can create a new area by the device name or select an existing area.

e |f you do not import resources to area, you cannot perform the further configurations for the
resources.
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9. Finish adding the device.
— Click Add to add the security control device and back to the security control device list page.
— Click Add and Continue to save the settings and continue to add next security control device.
10. Perform the following operations after adding the devices.

Remote Click ¢ to set the remote configurations of the corresponding
Configurations device.

E@Note

For details about remote configuration, see the user manual of the
device.

Change Password Select the added device(s) and click £ to change the password for
the device(s).

E@Note

® You can only change the password for online HIKVISION devices
currently.

e |f the devices have the same password, you can select multiple
devices to change the password for them at the same time.

8.11.5 Add Security Control Device by Device ID

For the security control devices supporting ISUP, you can add them by specifying a predefined
device ID, ISUP login password, etc. This is an economic choice when you need to manage a
security control device in the public network but without fixed IP address by
HikCentral-Workstation.

Before You Start

o Make sure the security control device you are going to use are correctly installed and connected
to the network as specified by the manufacturers. Such initial configuration is required in order
to be able to connect the devices to the HikCentral-Workstation via network.

o Make sure you have enabled the ISUP registration function on the security control device. For
details, refer to the user manual of security control device.

Steps

1. In the top left corner of Home page, select - All Modules - General -> Resource
Management.

2. Click Device and Server - Security Control Device.

3. Click Add to enter the Add Security Control Device page.

4. Select Hikvision ISUP Protocol as the access protocol.
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E@Note

To allow device registration via ISUP, you need to go to - All Modules - General ->
System Configuration - Network - Device Access Protocol and switch on Allow ISUP
Registration.

5. Select Device ID as the adding mode.
6. Enter the required information, including device ID, ISUP login password, and device name.

&Caution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

7. Optional: In the Recording Settings field, switch on Video Storage and select the storage
location from the drop-down list.

8. Optional: Set the time zone for the device.
— Click Get Device's Time Zone.
— Click Manually Set Time Zone and select a time zone from the drop-down list.

E@Note

You can click View to view the details of the selected time zone.

9. Optional: Switch on Add Resource to Area to import the resources (including cameras, alarm
inputs, alarm outputs and radars) of the added security control device to an area.

E@Note

e System will generate security control partitions in the area, based on the settings on the
device.

® You can create a new area by the device name or select an existing area.

e |f you do not import resources to area, you cannot perform the further configurations for the
resources.

10. Finish adding the device.
— Click Add to add the security control device and back to the security control device list page.
— Click Add and Continue to save the settings and continue to add next security control device.
11. Perform the following operations after adding the devices.

Remote Click € to set the remote configurations of the corresponding
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Configurations device.

E@Note

For details about remote configuration, see the user manual of the
device.

Change Password Select the added device(s) and click /” to change the password for
the device(s).

E@Note

® You can only change the password for online HIKVISION devices
currently.

e |f the devices have the same password, you can select multiple
devices to change the password for them at the same time.

8.11.6 Add Security Control Device by Device ID Segment

If you need to add multiple security control devices which have no fixed IP address and support
ISUP to HikCentral, you can add them to HikCentral-Workstation at a time after configuring a
device ID segment for the devices.

Before You Start

o Make sure the security control device you are going to use are correctly installed and connected
to the network as specified by the manufacturers. Such initial configuration is required in order
to be able to connect the devices to the HikCentral-Workstation via network.

o Make sure you have enabled the ISUP registration function on the security control device. For
details, refer to the user manual of security control device.

Steps

1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

2. Click Device and Server - Security Control Device.

. Click Add to enter the Add Security Control Device page.

4. Select Hikvision ISUP Protocol as the Access Protocol.

w

E@Note

To allow device registration via ISUP, you need to go to — All Modules - General >
System Configuration -> Network - Device Access Protocol and switch on Allow ISUP
Registration.
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5. Select Device ID Segment as the adding mode.

6. Enter the required information, including the start device ID, the end device ID, and the ISUP
login password.

7. Optional: In the Recording Settings field, set the Video Storage switch to on, and select the
storage location from the drop-down list to store videos.

8. Optional: Set the time zone for the device.
— Click Get Device's Time Zone.
— Click Manually Set Time Zone and select a time zone from the drop-down list.

E@Note

You can click View to view the details of the selected time zone.

9. Optional: Switch on Add Resource to Area to import the resources (including alarm inputs and
radars) of the added security control device to an area.

E@Note

e System will generate security control partitions in the area, based on the settings on the
device.

® You can create a new area by the device name or select an existing area.

e If you do not import resources to area, you cannot perform the further configurations for the
resources.

10. Finish adding the device.
— Click Add to add the security control device and back to the security control device list page.
— Click Add and Continue to save the settings and continue to add next security control device.
11. Perform the following operations after adding the devices.

Remote Click ¢ to set the remote configurations of the corresponding
Configurations device.

EENote

For details about remote configuration, see the user manual of the
device.

Change Password Select the added device(s) and click # to change the password for
the device(s).

E@Note

e You can only change the password for online HIKVISION devices
currently.

e |f the devices have the same password, you can select multiple
devices to change the password for them at the same time.
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8.11.7 Add Security Control Devices in a Batch

You can edit the predefined template with the security control device information to add multiple
devices at a time.

Before You Start

o Make sure the security control device you are going to use are correctly installed and connected
to the network as specified by the manufacturers. Such initial configuration is required in order
to be able to connect the devices to the HikCentral-Workstation via network.

o Make sure you have enabled the ISUP registration function on the security control device when
adding devices via Hikvision ISUP. For details, refer to the user manual of security control
device.

Steps

1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

2. Click Device and Server - Security Control Device.

. Click Add to enter the Add Security Control Device page.

4. Select Hikvision Private Protocol or Hikvision ISUP Protocol as the Access Protocol.

w

EENote

To allow device registration via ISUP, you need to go to - All Modules - General -
System Configuration - Network - Device Access Protocol and switch on Allow ISUP
Registration.

5. Select Batch Import as the adding mode.

6. Click Download Template and save the predefined template (excel file) in your PC.

7. Open the exported template file and edit the required information of the devices to be added
on the corresponding column.

8. Click --- and select the template file.

9. Optional: In the Video Storage field, set the Video Storage switch to on, and select the storage
location from the drop-down list to store video.

E@Note

This field displays when you select Hikvision ISUP Protocol as the access protocol.

10. Optional: Set the time zone for the device.
— Click Get Device's Time Zone.
— Click Manually Set Time Zone and select a time zone from the drop-down list.
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E@Note

You can click View to view the details of the selected time zone.

11. Finish adding devices.

— Click Add to add the devices and go back to the device list page.

— Click Add and Continue to save the settings and continue to add other devices.
12. Perform the following operations after adding devices in a batch.

Remote Click ¢ to set the remote configurations of the corresponding
Configurations device.

E@Note

For details about remote configuration, see the user manual of the
device.

Change Password Select the added device(s) and click £ to change the password for
the device(s).

E@Note

® You can only change the password for online HIKVISION devices
currently.

e |f the devices have the same password, you can select multiple
devices to change the password for them at the same time.

8.12 Manage Smart Wall

Smart wall can provide security personnel with a rich visual overview of the areas you want to

keep an eye on. Before displaying the video on smart wall, you need to set up smart wall firstly,

and you can also edit, delete smart wall or manage decoding devices here.

This mainly includes the following:

e Decoding devices that can be added to the system and used for decoding the video stream from
the encoding devices.

e Virtual smart wall that defines the layout and the name of the smart wall.

e Link between the decoding outputs of the decoding device and the windows of the smart wall.

8.12.1 Add Decoding Device

The decoding devices can be added to the system for linking with the smart wall. You can add
online decoding devices with the IP addresses within SYS server's or Web Client's subnet, and can
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also add decoding devices by IP address, IP segment, or by port segment.

Add Online Decoding Device

The system can perform an automated detection for available decoding devices on the network
where the Web Client or SYS server is located, which makes the devices' information about
themselves (e.g., IP address) recognized by the system. Based on the information, you can add the
devices quickly.

Before You Start

Make sure the devices you are going to use are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral-Workstation via network.

Steps

E@Note

® For Google Chrome, you should install the SADP service according to the instructions and
then the online device detection function is available.

e For Firefox, you should install the SADP service and import the certificate according to the
instructions and then the online device detection function is available.

1. In the top left corner of Home page, select - All Modules - General -> Resource
Management.

. Click Device and Server -> Smart Wall on the left.

. Click Add on Decoding Device panel to enter the Add Decoding Device page.

. Select Online Devices as Adding Mode.

. In the Online Device area, select a network type.

b WN

Server Network
The detected online devices in the same local subnet with the SYS server will list in the Online
Device area.

Local Network

The detected online devices in the same local subnet with the Web Client will list in the
Online Device area.
6. Select the device(s) to be added.

E@Note

e For the inactive device, you need to create the password for it before you can add it properly.
For detailed steps, see Create Password for Inactive Device.

e [f the detected devices have the same password and user name, you can add multiple devices
at a time. Otherwise, you can add them one by one.

7. Enter the required information.
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User Name

The user name for administrator account created when activating the device or the added
non-admin account such as operator. When adding the device to HikCentral-Workstation
using the non-admin account, your permissions may restrict your access to certain features.

Password
The password required to access the account.

&Caution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

8. Finish adding the decoding device.

— Click Add to add the decoding device and back to the decoding device list page.

— Click Add and Continue to save the settings and continue to add other decoding devices.
9. Optional: Perform the following operations after adding the decoding device.

View Decoding Click to show the decoding outputs. You can view the output

Output resolution and linking status after linking the output to smart wall. For
details about linking decoding output with smart wall, see Add Smart
Wall.

Edit Decoding Device Click # to edit the decoding device. You can modify the network
location as LAN IP address or WAN IP address according to the type of
the network where the device is.

Remote Click - = & to setthe remote configurations of the device.

Configuration
E@Note

For detailed operations, see the user manual of the device.

Delete Click -+ = X to delete the device.

Add Decoding Device by IP Address

When you know the IP address of the decoding device to add, you can add the device to your
system by specifying IP address, user name, password and other related parameters. This adding
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mode requires you to add the devices one by one, so it is a good choice if you only want to add a
few devices and know all the details mentioned above.

Before You Start

Make sure the devices you are going to use are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral-Workstation via network.

Steps
1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

2. Click Device and Server - Smart Wall on the left.
3. Click Add to enter the Add Decoding Device page.
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Adding Mode

Basic Information

*Access Protocol

“Device Address

*Device Name

Jser Name

*Password

© Add Decoding Device

Online Device
o) [P Address
IP Segment

Port Segment

Hikvision Private Protocol hd

*Device Port | 8000

admin

— Ri SR}'

“ Add and Continue Cancel

Figure 8-7 Add Decoding Device Page

4. Select IP Address as Adding Mode.
5. Enter the required information.

Access Protocol
Select Hikvision Private Protocol to ad

Device Address

d the devices.
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The IP address of the device.

Device Port

The port number on which to scan. The default is 8000.

If the device is located behind a NAT (Network Address Translation)-enabled router or a
firewall, you may need to specify a different port number. In such cases, remember to
configure the router/firewall so it maps the port and IP address used by the device.

Device Name

Create a descriptive name for the device. For example, you can use an alias that can show the
location or feature of the device.

User Name

The user name for administrator account created when activating the device or the added
non-admin account such as operator. When adding the device to HikCentral-Workstation
using the non-admin account, your permissions may restrict your access to certain features.

Password
The password required to access the account.

&Caution

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

6. Finish adding the device.

— Click Add to add the decoding device and back to the decoding device list page.

— Click Add and Continue to save the settings and continue to add other decoding devices.
7. Optional: Perform the following operations after adding the decoding device.

View Decoding Click to show the decoding outputs. You can view the output

Output resolution and linking status after linking the output to smart wall. For
details about linking decoding output with smart wall, see Add Smart
Wall.

Edit Decoding Device Click # to edit the decoding device. You can modify the network
location as LAN IP address or WAN IP address according to the type of
the network where the device is.

Remote Click - = & to setthe remote configurations of the device.
Configuration
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E@Note

For detailed operations, see the user manual of the device.

Delete Click -+ = X to delete the device.

Add Decoding Devices by IP Segment

If multiple decoding devices to add have the same port number, user name and password, but
have different IP addresses, which are within a range, you can select this adding mode, and specify
the IP range where your devices are located, and other related parameters. The system will scan
from the start IP address to the end IP address for the devices in order to add them quickly.

Before You Start

Make sure the devices you are going to use are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral-Workstation via network.

Steps

1. In the top left corner of Home page, select - All Modules - General -> Resource
Management.

. Click Device and Server -> Smart Wall on the left.

. Click Add to enter the Add Decoding Device page.

. Select IP Segment as Adding Mode.

. Enter the required information.

U b WN

Access Protocol
Select Hikvision Private Protocol to add the devices.

Device Address

Enter the start IP address and end IP address where the devices are located.

Device Port
The same port number of the devices. By default, the device port No. is 8000.

User Name
The user name for administrator account created when activating the device or the added
non-admin account such as operator. When adding the device to HikCentral-Workstation
using the non-admin account, your permissions may restrict your access to certain features.
Password
The password required to access the account.
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&Caution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

6. Finish adding the device.

— Click Add to add the decoding device and back to the decoding device list page.

— Click Add and Continue to save the settings and continue to add other decoding devices.
7. Optional: Perform the following operations after adding the decoding device.

View Decoding Click to show the decoding outputs. You can view the output

Output resolution and linking status after linking the output to smart wall. For
details about linking decoding output with smart wall, see Add Smart
Wall.

Edit Decoding Device Click # to edit the decoding device. You can modify the network
location as LAN IP address or WAN IP address according to the type of
the network where the device is.

Remote Click -~ = & to setthe remote configurations of the device.

Configuration
EENote

For detailed operations, see the user manual of the device.

Delete Click -+ = X to delete the device.

Add Decoding Devices by Port Segment

When multiple decoding devices to add have the same IP address, user name and password, but
have different port numbers, which are within a range, you can select this adding mode and
specify the port range, IP address, user name, password, and other related parameters to add
them.

Before You Start

Make sure the devices you are going to use are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral-Workstation via network.
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Steps

1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

2. Click Device and Server - Smart Wall on the left.

3. Click Add to enter the Add Decoding Device page.

4. Select Port Segment as Adding Mode.

5. Enter the required information.

Access Protocol
Select Hikvision Private Protocol to add the devices.

Device Address
The same IP address where the devices are located.

Device Port

Enter the start port number and the end port number on which to scan.

User Name

The user name for administrator account created when activating the device or the added
non-admin account such as operator. When adding the device to HikCentral-Workstation
using the non-admin account, your permissions may restrict your access to certain features.

Password
The password required to access the account.

&Caution

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

6. Finish adding the device.
— Click Add to add the decoding device and back to the decoding device list page.
— Click Add and Continue to save the settings and continue to add other decoding devices.
After adding the decoding device, the device will display in the list on Decoding Device panel.
7. Optional: Perform the following operations after adding the decoding device.

View Decoding Click to show the decoding outputs. You can view the output

Output resolution and linking status after linking the output to smart wall. For
details about linking decoding output with smart wall, see Add Smart
Wall.
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Edit Decoding Device Click # to edit the decoding device. You can modify the network
location as LAN IP address or WAN IP address according to the type of
the network where the device is.

Remote Click -+ - & to set the remote configurations of the device.

Configuration
E@Note

For detailed operations, see the user manual of the device.

Delete Click =+ = X to delete the device.

8.12.2 Configure Cascade

In some actual scenarios for large screen display, the screen number of the smart wall will exceed
the decoding output number of one decoder, or the cross-decoder functions such as roaming and
spanning are required. You can cascade two decoders with video wall controller to meet various
display demands.

Before You Start

o Make sure the devices you are going to use are correctly installed and connected to the network
as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral-Workstation via network.

e The decoders' interfaces have be connected with the video wall controller's using the matched
wires.

e The decoders and video wall controller are added to the HikCentral-Workstation. Refer to Add
Decoding Device for details.

Perform this task when you need to configure cascade for the decoding devices as follows.
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Cascade
Output Input
Decoder 1
Smart Wall
Video Wall
Controller
Decoder 2 Output Input

Figure 8-8 Cascade

Steps

1.

6.

In the top left corner of Home page, select - All Modules - General -> Resource
Management.

. Click Device and Server -> Smart Wall on the left.
. Click 5 behind the added video wall controller to enter the Cascading page.

E@Note

Only video wall controller DS-C10S and DS-C10S-T can support this function.

. Select the signal channel of the video wall controller and click L.
. Select the decoding output of the decoders to set it as the signal input of the video wall

controller.

EENote

If the decoders are cascaded with video wall controller, the spared decoding outputs of the
decoders cannot be used to display on smart wall any more.

Click Save to save the cascade.

Result

After configuring cascade, you need to add a smart wall and link the decoding outputs of the video
wall controller to display the signal outputs of the two decoders on the smart wall.

8.12.3 Add Smart Wall

You can add the smart wall to the system and configure its row and column.

Perform this task when you need to add a smart wall to the system.
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Steps

1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

2. Click Device and Server - Smart Wall on the left.

3. Click Add on Smart Wall panel to open the Add Smart Wall dialog.

(©) Add Smart Wall

*Smart Wall Mame | Smart Wall1

*Smart Wall Type (' LCD

LED

*Row = Column | 3 X|2 Clear

Figure 8-9 Add Smart Wall Dialog

4. Set the name for the smart wall.
5. If the smart wall type is LED, select the max. resolution of the single output in the drop-down
list.

[:ENote

You can also select Customize to customize the resolution.

6. Set the row number and the column number.
7. Click Add.
8. Optional: Perform the following operations after adding the smart wall.

Link Decoding For details about the operations, see Link Decoding Output with
Output with Window Window.

Edit Smart Wall Click 2 to edit the name of the smart wall.
Delete Smart Wall Click * to delete the smart wall.
Set Default Stream For details about setting the default stream type for cameras, refer to
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Type Set Default Stream Type for Cameras on Smart Wall.

8.12.4 Link Decoding Output with Window

After adding the decoding device and smart wall, you should link the decoding device's decoding
output to the window of the smart wall.

Perform this task when you need to link the decoding output to the smart wall.

Steps

1.

u b WN

6.

In the top left corner of Home page, select - All Modules - General -> Resource
Management.

. Click Device and Server -> Smart Wall on the left.

. Click > infront of the decoding device to show the decoding outputs.

. Click > in front of the smart wall to show the windows.

. Drag the decoding output from the Decoding Device panel to the display window of the smart

wall, to configure the one-to-one correspondence.

[@Note

You can also press the Ctrl key and Alt key at the same time, and select two decoding outputs.
All decoding outputs between the two outputs will also be selected, then you can drag all
outputs to the display window.

Decoding Device Smart Wall

4 Add + Add 31 Stream Type Settings.

- o 2 | 1e0 RV 2
- z v R 2 x
L Vi Audio Py Backgrot D
v @ 2
gy BN oy ez
HOMI_T HOMI_3
& &
= HOMI_1 = HOMI_2 19201080 1920*1080
Unknown Unknown
D vl
& &
HDMI_3 HDMI_4

HDMI_2 HDMI4

192071080 192071080

Unknown Unknown

Figure 8-10 Link Decoding Device with Window
Optional: Perform the following operations after linking the decoding output with the window.
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Cancel Linkage Click to release the linkage.

Set Audio Port Click Audio Port Settings to select the audio port.

Set Background Click Background Settings to set the background color of the smart
wall.

Set Decoding Output Click Decoding Output No. Displayed on Screen. After clicking, the
No. Displayed on displaying duration of decoding output No. on the screen is from 30
Screen to 60 seconds.

8.12.5 Set Default Stream Type for Cameras on Smart Wall

According to the actual screen size, display effect, network bandwidth, or other requirements, you
can set the default stream type for cameras displayed on smart wall, including main stream and
sub-stream. You can also set a threshold about window division mode to switch between main
stream and sub-stream automatically. The default stream type is effective for all cameras decoded
and displayed on smart wall firstly.

In the top left corner of Home page, select - All Modules - General - Resource
Management. Click Device and Server - Smart Wall on the left to enter the smart wall
management page. On the Smart Wall area, click Stream Type Settings to select the default
stream type as follows.

Default Stream Type for Cameras on Smart Wall
® Main Stream
Sub-5tream

Auto-Switch Stream Type

Save

Figure 8-11 Set Default Stream Type for Cameras on Smart Wall

Main Stream

Main stream provides higher quality video, higher resolution, but brings about higher
bandwidth usage. If you select main stream as default type, the live video streams of all
cameras will be decoded and displayed on smart wall in main stream mode.

Sub-Stream

Sub-stream can save on bandwidth, but the video quality is lower than main stream. If you
select sub-stream as default type, the live video streams of all cameras will be decoded and
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displayed on Smart Wall in sub-stream mode.

Auto-Switch Stream Type

If a window's proportion of the smart wall is larger than the configured threshold, the stream
type will be main stream. If the proportion is smaller than the threshold, it will be switched to
sub-stream. For example, if you set the threshold as %, when the window division turns to

5-window from 2-window, the stream type will be switched from main-stream to sub-stream.

8.13 Network Transmission Device Management

Network transmission devices (switch, network bridge and fiber converter) can be added to the
system for management, to help the system monitor the network status of the managed devices.
After the network transmission devices are added to the system, the Control Client will
automatically draw a network topology according to the location of the added devices, and display
the information (IP address, port No., port status and stream rate) and network link status (fluent,
busy, congested, disconnected).

8.13.1 Add Detected Online Network Transmission Devices

The system can perform an automated detection for available network transmission device s in
the network where the Web Client or server is located, which makes the devices' information
about themselves (e.g., IP address) recognized by the system. Based on the information, you can
add the devices quickly.

You can add one online devices at a time, or add multiple online devices in a batch.

E@Note

You should install the web control according to the instructions and then the online device
detection function is available.

Add a Detected Online Network Transmission Device

When you want to add one of the detected online devices or add some of these devices with
different user names and passwords, you need to select only one device every time to add it to
HikCentral-Workstation. The IP address, port number and user name will be recognized
automatically, which can reduce some manual operations in a way.

Before You Start

Make sure the network device (switch, bridge or fiber converter) you are going to use is correctly
installed and connected to the network as specified by the manufacturers. Such initial
configuration is required in order to be able to connect the device to the HikCentral-Workstation
via network.
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Steps

1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

2. Click Device and Server -> Network Transmission Device on the left panel.

3. In the Online Device area, select a network type.

Server Network
The detected online devices in the same local subnet with the SYS server will be listed.

Local Network

The detected online devices in the same local subnet with the Web Client will be listed.
4. In the Online Device area, select the active device to be added.
. Click Add to Device List to open the Add Network Transmission Device window.
6. Set the required information.

Ul

Device Address

The IP address of the device, which is filled in automatically.

Device Port
The port number of the device, which is filled in automatically.

Device Name
Create a descriptive name for the device. For example, you can use an alias that can show the
location or feature of the device.

User Name

The user name for administrator account created when activating the device or the added

non-admin account such as operator. When adding the device to HikCentral-Workstation

using the non-admin account, your permissions may restrict your access to certain features.
Password

The password required to access the account.

&Caution

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

Country Code

The country code defines the country/region where device will be used.
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E@Note

e You should read and agree the disclaimer to set the country code.
e The country code is required for wireless bridges.
e You cannot edit the country code of the added device on its details page.

7. Click Add.

8. Optional: Perform the following operations after adding the device.

Remote
Configuration

Change Password

Set the System
Connected Device

Click <:in the Operation column to set the remote configurations of
the corresponding device.

E@Note

For detailed operation steps for the remote configuration, see the
user manual of the device.

Select the added device(s) and click Change Password to change the
password for the device(s).

E@Note

® You can only change the password for online Hikvision devices
currently.

e |f the devices have the same password, you can select multiple
devices to change the password for them at the same time.

Select the device, click System Connected Switch to set the switch as
the system connected device.

ClilNote

System connected switch is the switch that is directly connected with
the SYS server.

Add Detected Online Network Transmission Devices in a Batch

For the detected online transmission network devices, if they have the same user name and
password, you can add multiple devices to HikCentral-Workstation at a time.

Before You Start

Make sure the network devices (switches, bridges or fiber converters) you are going to use are
correctly installed and connected to the network as specified by the manufacturers. Such initial
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configuration is required in order to be able to connect the devices to the HikCentral-Workstation
via network.
Steps

1. In the top left corner of Home page, select - All Modules - General -> Resource
Management.

2. Click Device and Server -> Network Transmission Device on the left.

3. In the Online Device area, select a network type.

Server Network
The detected online devices in the same local subnet with the SYS server will be listed.

Local Network

The detected online devices in the same local subnet with the Web Client will be listed.
4. In the Online Device area, select the devices to be added.
. Click Add to Device List to enter the Add Online Device window.
6. Enter the user name, password, and country code.

Ul

User Name

The user name for administrator account created when activating the device or the added
non-admin account such as operator. When adding the device to HikCentral-Workstation
using the non-admin account, your permissions may restrict your access to certain features.

Password

The password required to access the account.

&Caution

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

Country Code

The country code defines the country/region where device will be used.

E@Note

e You should read and agree the disclaimer to set the country code.
e The country code is required for wireless bridges.
e For the added device, its country code cannot be edited on the device details page.

7. Click Add.
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8. Optional: Perform the following operations after adding devices.

Remote Click <in the Operation column to set the remote configurations of
Configuration the corresponding device.

E@Note

For detailed operation steps for the remote configuration, see the
user manual of the device.

Change Password Select the added device(s) and click Change Password to change the
password for the device(s).

EENote

® You can only change the password for online HIKVISION devices
currently.

e |f the devices have the same password, you can select multiple
devices to change the password for them at the same time.

Set the System Select the device, click System Connected Switch to set the switch as
Connected Device the system connected device.

LilNote

System connected switch is the switch that is directly connected with
the SYS server.

8.13.2 Add Network Transmission Device by IP Address

When you know the IP address of a device, you can add it to the system by specifying the IP
address, user name, password, etc.

Before You Start

Make sure the network device (switch, bridge or fiber converter) you are going to use is correctly
installed and connected to the network as specified by the manufacturers. Such initial
configuration is required in order to be able to connect the device to the HikCentral-Workstation
via network.

Steps

1. In the top left corner of Home page, select - All Modules - General -> Resource
Management.
2. Click Device and Server - Network Transmission Device on the left panel.
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3. Click Add to enter the Add Network Transmission Device window.
4. Select IP Address as the adding mode.
5. Enter the required information.
Device Address
IP address of the device.

Device Port
The default device port number is 8000.

Device Name

Create a descriptive name for the device. For example, you can use an alias that can show the
location or feature of the device.

User Name

The administrator account which is created when activating the device, or the
non-administrator account, such as operator. When adding device by non-administrator, the
permission might be limited.

Password

The password required to access the account.

&Caution

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

Country Code

The country code defines the country/region where device will be used.

EENote

e You should read and agree the disclaimer to set the country code.
e The country code is required for wireless bridges.
e Once the device is added, its country code cannot be edited on the device details page.

6. Finish adding the device.
— Click Add to add the current device and back to the device list page.
— Click Add and Continue to finish adding the current device and continue adding other
devices.
7. Optional: Perform the following operations after adding devices.
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Remote Click <:in the Operation column to set the remote configurations of
Configuration the corresponding device.

E@Note

For detailed operation steps for the remote configuration, see the
user manual of the device.

Change Password Select the added device(s) and click Change Password to change the
password for the device(s).

E@Note

® You can only change the password for online HIKVISION devices
currently.

e |f the devices have the same password, you can select multiple
devices to change the password for them at the same time.

Set the System Select the device, click System Connected Switch to set the switch as
Connected Device the system connected device.

ClilNote

System connected switch is the switch that is directly connected with
the SYS server.

8.13.3 Import Network Transmission Devices in a Batch

If there are a large number of devices to be added, you can enter the device information in the
pre-defined template and upload the template to add the network transmission devices in a batch.

Before You Start

Make sure the network devices (switches, bridges or fiber converters) you are going to use are
correctly installed and connected to the network as specified by the manufacturers. Such initial
configuration is required in order to be able to connect the devices to the HikCentral-Workstation
via network.

Steps

1. In the top left corner of Home page, select - All Modules - General -> Resource
Management.

2. Click Device and Server - Network Transmission Device on the left panel.

3. Click Add to enter the Add Network Transmission Device window.
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4. Select the adding mode as Batch Import.

5. Click Download Template to download the template to the local PC.

6. Open the downloaded template file, and enter the required device information.
7. Click = to select the edited template file.

8. Finish adding the device.

— Click Add to add the current device and back to the device list page.
— Click Add and Continue to finish adding the current device and continue adding other

devices.

9. Optional: Perform the following operations after adding devices.

Remote
Configuration

Change Password

Set the System
Connected Device

Click ¢ in the Operation column to set the remote configurations of
the corresponding device.

E@Note

For detailed operation steps for the remote configuration, see the
user manual of the device.

Select the added device(s) and click Change Password to change the
password for the device(s).

E@Note

e You can only change the password for online HIKVISION devices
currently.

e |f the devices have the same password, you can select multiple
devices to change the password for them at the same time.

Select the device, click System Connected Switch to set the switch as
the system connected device.

EE]Note

System connected switch is the switch that is directly connected with
the SYS server.
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8.14 Upgrade Device Firmware

You can upgrade the firmwares of the devices added to the system via the current Web Client.

Table 8-1 Device List

No. Device Type

Camera

NVR (Network Video Recorder)

DVR (Digital Video Recorder )

Decoding Device

Access Control Device

Card Reader

Security Control Panel (including AX Security Control Panel)

Security Radar

O | 0 I N |~ | W |IN|F

Indoor Station

Door Station

EENote

10
Upgrading the card reader linked to the door station is not supported.

11 Main Station

E@Note

You can also upgrade the cameras access to the NVR in a batch.

8.14.1 Upgrade Device Firmware via Current Web Client

You can upgrade device firmware via the current Web Client.

Steps

1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

2. Click Firmware Upgrade on the left.

3. Select the Via Current Web Client tab.

4. In Upgrade By field, select the upgrade method.
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o]

. In Simultaneous Upgrade field, set the maximum number of devices for simultaneous upgrade.

Example
If you set the value to 5, up to 5 devices can be selected for batch upgrade.

. Select a upgrade package from the local computer and then click Next.

The upgradable devices will be displayed.

. Optional: Filter devices by device type, device firmware version, or device model.
. Select device(s) and then click Next.
. Select a upgrade schedule to upgrade the selected device(s).

— Select Upgrade Now from the Upgrade Schedule drop-down list to start upgrade.
— Select Custom from the Upgrade Schedule drop-down list and then customize a time period
to upgrade the selected device(s).

10. Click OK to save the firmware upgrade settings.

The upgrade task list will be open.

11. Optional: In the top right corner of firmware upgrade page, click Upgrade Tasks to view the

task details and control the task status.

8.14.2 Upgrade Device Firmware via FTP

You can upgrade device firmware via FTP.

Steps

1.

w

In the top left corner of Home page, select - All Modules - General -> Resource
Management.

. Click Firmware Upgrade on the left.
. Select the Upgrade Firmware via FTP tab.
. Set the basic information.

FTP Server Address
The address of FTP server, where you have uploaded the firmware upgrade package.

Port
The port number of FTP server.

User Name
The user name of FTP server.

Password
The password of the FTP server.
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&Caution

The password strength of the device can be automatically checked. We highly recommend
you change the password of your own choosing (using a minimum of 8 characters, including
at least three kinds of following categories: upper case letters, lower case letters, numbers,
and special characters) in order to increase the security of your product. And we recommend
you change your password regularly, especially in the high security system, changing the
password monthly or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

Path

If you saved FTP firmware upgrade package in a non-root directory, enter the root directory
name. If you saved FTP firmware upgrade package in a root directory, keep the field empty.
5. Click Next.
6. Select an upgrade package from the local PC and then click Next.
The upgradable device list will be displayed.
7. Optional: Filter devices by device type, device firmware version, or device model.
8. Select the device(s) and then select Upgrade Schedule from the drop-down list as upgrade now
or custom.
9. Click OK to save the firmware upgrade settings.
The upgrade task list will be displayed.
10. Optional: In the upper-right corner of firmware upgrade page, click Upgrade Tasks to view the
task details and control the task status.
11. Optional: In the upgrade task list, click >< in the Operation column to delete the upgrade
task.

8.15 Restore/Reset Device Password

If you forgot the password of the detected online devices, you can restore the device's default
password or reset the device's password through the system. Then you can access the device or
add it to the system using the password.

For detailed operations of restoring device's default password, refer to Restore Device's Default
Password.

For detailed operations of resetting device's password, refer to Reset Device Password.

8.15.1 Reset Device Password
If you forget the password you use to access the online device, you can request to have a key file
from your technical support and reset the device's password through the platform.

Before You Start

e Make sure the devices you are going to use are correctly installed and connected to the network
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as specified by the manufacturers. Such initial configuration is required in order to be able to
connect the devices to the HikCentral-Workstation via network.

e The devices should be activated. Refer to Create Password for Inactive Device(s) for details
about activating devices.

Perform this task when you need to reset the device's password. Here we take creating password
for the encoding device as an example.

Steps

1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

2. Click Device and Server - Encoding Device on the left.

3. In the Online Device area, view the device status (shown on Security column) and click icon ©
in the Operation column of an active device.
The Reset Password window pops up.

4. Click Export File to save the device file on your PC.

5. Send the file to the technical support.

E@Note

For the following operations about resetting the password, contact the technical support.

&Caution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high security system, changing the password monthly
or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.

8.15.2 Restore Device's Default Password

For some encoding devices with old firmware version, if you forgot the password you use to access
the online device, you can restore the device's default password through the platform and then
you must change the default password to a stronger one for better security.

Before You Start

o Make sure the devices (cameras, DVR, etc.) you are going to use are correctly installed and
connected to the network as specified by the manufacturers. Such initial configuration is
required in order to be able to connect the devices to the HikCentral-Workstation via network.

e The devices should be activated. Refer to Create Password for Inactive Device(s) for detailed
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operations about activating devices.

Perform this task when you need to restore the device's default password.

Steps

1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

2. Click Device and Server - Encoding Device on the left.

3. In the Online Device area, view the device status (shown on Security column) and click & in the
Operation column of an active device.
A dialog with security code pops up.

4. Enter the security code and restore the default password of the selected device.

E@Note

Contact our technical support to obtain a security code.

What to do next

You must change this default password to better protect against security risks, such as the
unauthorized access by others to the product that may prevent the product from functioning
properly and/or lead to other undesirable consequences.

&Caution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change your
password regularly, especially in the high security system, changing the password monthly or
weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or end-user.
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Chapter 9 Area Management

HikCentral-Workstation provides areas to manage the added resources in different groups. You
can group the resources into different areas according to the resources' locations. For example, on
the 1st floor, there mounted 64 cameras, 16 access points, 64 alarm inputs, and 16 alarm outputs.
You can organize these resources into one area (named 1st Floor) for convenient management.
You can get the live view, play back the video files, and do some other operations of the devices
after managing the resources by areas.

9.1 Add Area

You should add an area before managing the elements by areas.

9.1.1 Add Area

You can add an area to manage the devices.

Steps

1. In the top-left corner of the Home page, select - All Modules - General - Resource
Management.

2. Click Area on the left.

3. Optional: Select the parent area in the area list panel to add a sub area.

4. Click + onthe area list panel to open the Add Area panel.

Figure 9-1 Add Area

5. Select the parent area to add a sub area.
6. Create a name for the area.
7. Optional: Click Expand to expand and set the additional area information as needed.
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E@Note

For details about customizing fields of the additional area information, refer to Customize
Additional Information.

8. Click Add.
9. Optional: After adding the area, you can do one or more of the following:
Edit Area Click £ to edit the area.
Delete Area Click ™ to delete the selected area, or press Ctrl on your keyboard,

select multiple areas, and then click T to delete areas in a batch.

EENote

After deleting the area, the resources (cameras, doors, radars, alarm
inputs, and alarm outputs) in the area will be removed from the area,
as well as the corresponding recording settings, event settings, and
map settings.

Search Area Enter a keyword in the search field of the area list panel to search for
the area.
Move Area Drag the added area to another parent area as the child area.

9.1.2 Customize Additional Information

You can customize the area information which is not included in the basic information according
to actual needs, e.g., description. After customizing, you can enter the additional area information
to make the area information complete when adding or editing an area.

In the top-left corner of the Home page, select - All Modules - General - Resource
Management - Area.

In the area list panel on the left, click € to enter the Customize Additional Information page.
Click Add, set the name and type, and click Add to customize the additional area information.

You can also click £ to edit the additional information or click @ to delete it.
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9.2 Add Element to Area

You can add elements including cameras, alarm inputs, alarm outputs, access points, and under
vehicle surveillance systems into areas for management.

9.2.1 Add Camera to Area

You can add cameras to areas. After managing cameras into areas, you can get the live view, play
the video files, and so on.
Before You Start

The cameras need to be added to HikCentral-Workstation for area management. Refer to Manage
Encoding Device for details.

Steps

[ENote

One camera can only belong to one area. You cannot add a camera to multiple areas.

1. In the top-left corner of the Home page, select - All Modules - General - Resource
Management.

. Click Area on the left.

. Select an area for adding cameras to.

. Select the Camera tab.

. Click + on the element page to enter the Add Camera page.

. Select the device type.

. Select the camera(s) to add.

. Optional: Check Get Device's Recording Settings to obtain the recording schedule configured on
the local device and the device can start recording according to the schedule.

E@Note

If the recording schedule configured on the device is not continuous recording, it will be
changed to event recording on the local device.

OO UL B WN

9. Click Add.
The added camera(s) will be displayed in the list.
10. Optional: After adding the camera(s), you can do one or more of the followings:

Configure Camera Click # in the Operation column to configure the camera.

Export Information Click = to export the information of all cameras added to the area
of All Cameras to an Excel file.

Synchronize Camera  Select the cameras and click T, to get the cameras' names from the
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Name

Apply Camera Name

Get Recording
Schedule

Set Camera ID

Move Camera(s) to
Another Area

Get PTZ
Configuration

Set Geographic
Location

Display Cameras of
Child Areas

devices in a batch.

E@Note

You can only synchronize the camera name of the online HIKVISION
device.

Select the cameras and click [= to apply the cameras' names to the
devices in a batch.

Select the cameras and click [ to get the recording schedules from
the devices in a batch.

Click @ to enter the Camera ID page, edit the default identifier
number in the ID column of each camera, and click Save.

E@Note

The camera ID is unique and used to display a certain camera's live
view on the smart wall via the network keyboard.

Select the cameras, click 571, select a target area, and click Move to
move the selected cameras to the target area.

Select the cameras and click @ to get the details of PTZ
Configuration from the devices in a batch.

Click £ to enter the Map Settings page and drag the camera to the
map. For details, refer to Add Hot Spot on Map.

Check Include Sub-Area to display the cameras of child areas.

9.2.2 Add Door to Area

You can add doors to areas for management.

Before You Start

The access control devices need to be added to the HikCentral-Workstation for area management.
Refer to Manage Access Control Device for details.

174



HikCentral-Workstation Web Client User Manual

Steps

0ONNO UL D WN

E@Note

One door can only belong to one area. You cannot add one door to multiple areas.

. In the top left corner of Home page, select - All Modules - General - Resource

Management.

. Click Area on the left.

. Select an area for adding doors to in the area list panel.

. Select the Door tab.

. Click + on the element page to enter the Add Door page.
. Select the device type.

. Select the door(s) to be added.

. Click Add.

The added door(s) will be displayed in the list.

. Optional: After adding the doors, you can do one or more of the following.

Synchronize Door Select the doors and click T. to synchronize the doors' names from
Name the device in a batch.

E@Note

You can only synchronize the door name of online HIKVISION device.

Apply Door Name Select the doors and click |= to apply the doors' names to the device
in a batch.

Move to Other Area  Select the doors and click .7|. Then select the target area to move the
selected doors to and click Move.

Set Geographic Click £ to enter Map Settings page and drag the door to the map.
Location See Add Hot Spot on Map for details.

Display Doors of Check Include Sub-area to display the doors in child areas.

Child Areas

9.2.3 Add Radar to Area

You can add radars to different areas according to their locations, so that you will be informed
when an alarm/event is triggered if you have configured an alarm/event.

Before You Start

The devices need to be added to the HikCentral-Workstation for area management. Refer to
Resource Management for details.
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Steps

E@Note

You cannot add a radar to multiple areas.

1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

. Click Area on the left.

. Select an area for adding radars to.

. Click Radar tab.

. Click + to enter the Add Radar page.

. Select a radar in the Radar field.

. Click Add.

. Optional: After adding the radars, you can do one or more of the followings

O o0 ~NOYULL BN

Arm/Disarm Radar Select the radar(s) and click @ /@ to arm/disarm the selected
radar(s).

E@Note

An event will be triggered if anybody or an object enters an armed
radar's detection area.

Move to Other Area  Select the radars and click 7. Then select the target area to move
the selected radars to and click Move.

Add Radar to Map Click £ to enter Map Settings page and drag the radar to the map.
See Add Hot Spot on Map for details.

Display Radars of Check Include Sub-area to display the radars of child areas.
Child Areas

9.2.4 Add Alarm Input to Area

You can add alarm inputs to areas for management.

Before You Start

The devices need to be added to the HikCentral-Workstation for area management. Refer to
Resource Management for details.
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Steps
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E@Note

One alarm input can only belong to one area. You cannot add an alarm input to multiple areas.

. In the top left corner of Home page, select - All Modules - General - Resource

Management.

. Click Area on the left.

. Select an area for adding alarm inputs to.

. Select the Alarm Input tab.

. Click + to enter the Add Alarm Input page.
. Select the device type.

. Select the alarm inputs to add.

E@Note

For the security control device, you need to select its zones as alarm inputs to add to the area.

. Click Add.
. Optional: After adding the alarm inputs, you can do one or more of the followings.

Move to Other Area  Select the alarm inputs and click 7. Then select the target area to
move the selected alarm inputs to and click Move.

Add Alarm Input to Click £ to enter Map Settings page and drag the alarm input to the
Map map. See Add Hot Spot on Map for details.

Display Alarm Inputs Check Include Sub-area to display the alarm inputs of child areas.
of Child Areas

View Alarm Input In the Status column, the alarm input's online status, arming status,
Status bypass status, alarm status, fault status, and detector connection
status are displayed.
e Online Status: @ indicates alarm input online; @ indicates
alarm input offline.
e Arming Status: @ indicates alarm input armed; @ indicates
alarm input disarmed.
e Bypass Status: Le indicates alarm input bypassed; [+ indicates
bypass restored.
e Fault Status: indicates alarm input exception.
e Alarm Status: [J indicates that the alarm input is alarming.
e Detector Connection Status: ¢ indicates alarm input not enrolled
or offline; &= indicates detector online.
e Battery Status: ¢ indicates normal alarm input's battery status;
¢ indicates abnormal alarm input's battery status.
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Bypass/Restore When an exception of alarm input occurs, and other alarm inputs can

Bypass Alarm Input work normally, click [& to bypass the abnormal alarm input,
otherwise, you cannot arm the security control partition which the
alarm input belongs to. When a bypassed alarm input works normally,
click [« to restore bypass.

9.2.5 Add Alarm Output to Area

You can add alarm outputs to areas for management. When the alarm or event linked with the
alarm output is detected, the alarm devices (e.g., the siren, alarm lamp, etc.) connected with
alarm output will make actions. For example, when receiving the alarm out signal from the system,
the alarm lamp will flash.

Before You Start

The devices need to be added to the HikCentral-Workstation for area management. Refer to
Resource Management for details.

Steps

E@Note

One alarm output can only belong to one area. You cannot add an alarm output to multiple
areas.

1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

. Click Area on the left.

. Select an area for adding alarm outputs to.

. Select the Alarm Output tab.

. Click + to enter the Add Alarm Outputs page.

. Select the device type.

. Select the alarm outputs to add.

. Click Add.

. Optional: After adding the alarm outputs, you can do one or more of the followings.

O o0 NOTULLDE WN

Move to Other Area  Select the alarm outputs and click 57|. Then select the target area to
move the selected alarm outputs to and click Move.

Add Alarm Output to Click & to enter Map Settings page and drag the alarm output to
Map the map. See Add Hot Spot on Map for details.

Display Alarm Check Include Sub-area to display the alarm outputs of child areas.
Outputs of Child
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Areas

9.3 Edit Element in Area

You can edit the area's added elements, such as recording settings, event settings, and map
settings for cameras, application settings, hardware settings, and attendance settings for doors,
and so on.

9.3.1 Edit Camera

You can edit basic information, recording settings, and picture storage settings of the camera.

Steps

1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

. Click Area on the left.

. Select an area.

. Select the Camera tab to show the added cameras.

. Click a camera's name in the Name column to enter the camera editing page.

. Edit the camera's basic information, including camera name and protocol type.

o Uk WN

iNote

If you changes the camera's name, you can click [ in the added cameras list page to apply the
new name to the device.

7. Optional: Click Live View to view the live view of the camera and hover over the window and
click @@ in the lower-right corner to switch to playback.
8. Edit the recording settings of the camera. See Configure Storage and Recording for details.

E@Note

e |f no recording settings have been configured for the camera, you can click Configuration to
set the parameters.

® You can also select multiple cameras and click Get Device's Recording Settings in the added
cameras list page to get recording schedules of the devices in a batch.

9. Optional: Set the Picture Storage switch to ON and select the storage location from the
drop-down list for storing the pictures uploaded from the camera to the specified location.

E@Note

e Refer to Configure Storage for Uploaded Pictures for details.
e For cameras added by ISUP protocol, this function is not available. You should click
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Configuration to edit the picture storage configurations.

10. Optional: Click Configuration on Device in the top right corner of camera editing panel or click
@ in the Operation column of the added camera list page to set the remote configurations of
the corresponding device if needed.

E@Note

For details about the remote configuration, refer to the user manual of the device.

11. Optional: In the top right corner of camera editing panel, click Copy to to select configuration
item and copy the settings of this camera to other cameras.
12. Click Save.

9.3.2 Edit Door

You can edit basic information, related cameras, picture storage settings, card reader settings, and
face recognition terminal settings of the door.

Steps

1. In the top left corner of Home page, select - All Modules - General -> Resource
Management.

. Click Area on the left.

. Select the Door tab to show the added doors in this area.

. Click a door's name in the Name column to enter the Edit Door page.

. Edit the door's basic information.

b WN

Name

Edit the name for the door.

iNote

If you changes the name, you can click = in the door list page to apply the new name to the
device.

Door Contact
The door contact's connection mode.

Exit Button Type
The exit button connection mode.
Open Duration
The time interval between the door is unlocked and locked again.

Extended Open Duration

The time interval between the door is unlocked and locked again for the person whose
extended access function enabled.
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Door Open Timeout Alarm
After enabled, if the door has configured with event or alarm, when the door contact open
duration has reached the limit, the event or alarm will be uploaded to the system.

Duress Code
If you enter this code on the card reader keypad, the Control Client will receive a duress
event. It should be different with the super password and dismiss code.

Super Password

If you enter this password on the card reader keypad, you are exempted from all the
remaining locked (Credential Failed), anti-passback, and first card authorization restrictions. It
should be different with the duress code and dismiss code.

. Relate cameras to the door, and you can view its live view, recorded video, captured pictures via
the Control Client.

E@Note

e Up to 2 cameras can be related to one door.
® Youcanclick * or + toadjustthe displaying priority of its auto capture.
® You can switch on Auto Captureto realize the function of capturing automatically.

. Optional: Switch on Picture Storage and select the storage location from the drop-down list for
storing the pictures (captured by the device's camera) to the specified location. Refer to
Configure Storage for Uploaded Pictures for details.

E@Note

e For details, refer to Configure Storage for Uploaded Pictures.
e [f error occurred during picture storage configuration, © appears on the right of the door
name.

. In the Card Reader panel, switch on Card Reader 1 or Card Reader 2 and set the card reader
related parameters.
Min. Card Swipe Interval
After enabled, you cannot swipe the same card again within the minimum card swiping
interval.
Reset Entry on Keypad after
Set the maximum time interval of pressing two keys on the keypad. If timed out, the first
entry will be reset.
Failed Card Attempts Alarm

After enabled, if the door has configured with event or alarm, when the number of excessive
failed card swiping attempts has reached the limit, the event or alarm will be uploaded to the
system.
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Tampering Detection
After enabled, if the door has configured with device tampered event or alarm, when the
device body or panel is taken apart, the alarm will be triggered and sent to the system.

OK LED Polarity
Only supported when the device is connected via Wiegand interface. The polarity for OK core
wire connection on the card reader mainboard.

Error LED Polarity

Only supported when the device is connected via Wiegand interface. The polarity for ERR
core wire connection on the card reader mainboard.

E@Note

The parameters displayed vary according to the model of the access control device. For details
about the parameters, refer to the user manual of the device.

9. Optional: For the turnstile, set Face Recognition Terminal switch to on and add the face
recognition terminals to link the selected turnstile.
1) Click Add to enter Add Face Recognition Terminal page.
2) Select IP Address, Online Devices, or Device ID as the adding mode, and set the required

parameters, which may vary according to different terminals.

3) Click Add to link the terminal to turnstile.

10. Optional: Click Copy to in the upper right corner to apply the current settings of the door to
other door(s).

11. Click Save.

9.3.3 Edit Radar

After adding a radar to an area, you can edit the radar name, view the drawn zones or trigger lines,
and view the related calibrated cameras.

Steps

1. In the top left corner of Home page, select - All Modules - General -> Resource
Management.

. Click Area on the left.

. Select an area.

. Select the Radar tab to show the added radars.

. Click a radar's name in the Name column to enter the Edit Radar page.

. Edit the radar's name.

. Optional: In the Zone field, view the drawn zones of the radar.

No oubhwN
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E@Note

If there is no zone drawn for the radar, you should go to Map Settings module to draw. Refer to
Draw Zone or Trigger Line for Radar for details.

8. Optional: In Related Calibrated Camera field, view the calibrated cameras related to the radar.

E@Note

If there is no calibrated camera related to the radar, you should go to Map Settings module to
configure. Refer to Relate Calibrated Camera to Radar for details.

9. Click Save to save the settings for the radar.

9.3.4 Edit Alarm Input

You can edit the basic information of alarm input and relate detector to the security control
panel's alarm input.

Steps

1. In the top left corner of Home page, select - All Modules - General -> Resource
Management.

2. Click Area on the left.

3. Select the Alarm Input tab to show the added alarm inputs.

4. Click an alarm input name in the Name column to enter the Edit Alarm Input page.

5. Edit the alarm input name.

6. Optional: For the alarm input of security control panel, set the Related Detector switch to ON to
configure related detector for the alarm input.
1) Click Add to add a detector.
2) Enter the detector name.
3) Click @ to save the detector type.

E@Note

e Only the alarm input of a security control panel supports this function. Make sure you have
added a security control device to the system, and have added its zone to area as an alarm
input. See Add Alarm Input to Area for details.

o On Map Settings page, the detectors related to the alarm input of a security control panel will
be displayed in the resource list of alarm input on the right panel. When selecting the alarm
input and dragging it to the map, the related detectors will also be added to the map, and the
relations among them will be marked with lines. If you only drag the alarm input to the map
without selecting it, the related detectors will not be added to the map.

e You cannot edit the detector type here. If you want to edit it, go to the Remote Configuration
page of security control panel, and click Input Settings - Zone.
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7. Click Save.

9.3.5 Edit Alarm Output

You can edit the alarm output name.

Steps

1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

2. Click Area on the left.

3. Select the Alarm Output tab to show the added alarm outputs.

4. Click an alarm output name in the Name column.

5. Edit the alarm output name in the pop-up window.

6. Click Save.

9.3.6 Edit Third-Party Integrated Resource

After integrating the resources on third-party system to the HikCentral-Workstation via Optimus,
the third-party resources are added to the areas.

In the top left corner of Home page, select - Resource Management - Area - Third-Party
Integrated Resource.

Click the name of third-party resource to enter the details page.

You can view the basic information of the resource, such as name, device type, and manufacturer.
You can also add the resource on the map so that when an event/alarm is triggered on the
resource, you can view the notification and details on the map.

E@Note

e For details about locating resource on map, refer to Add Hot Spot on Map.
e The Third-Party Integrated Resource tab is available only when the Integrate via Optiums
switch in System Configuration module is set to ON. For details, refer to Set Third-Party

Integration.

9.4 Remove Element from Area

You can remove the added cameras, doors, radars, alarm inputs, and alarm outputs from the area.

Steps

1. In the top left corner of Home page, select - All Modules - General - Resource
Management.

2. Click Area on the left.

3. Select an area in the area list panel to show its added elements.

4. Select the Camera, Door, Radar, Alarm Input, and Alarm Output tab to show the added
elements.
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5. Select the elements.
6. Click T toremove the cameras from the area.
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Chapter 10 Person Management

You can add person information to the platform for further operations such as access control
(linking a person to an access level), face comparison (adding a person to a face comparison group),
time and attendance (assign a shift schedule to a person), etc. After adding the persons, you can
edit and delete the person information if needed.

10.1 Add Person Groups

When there are a large number of persons managed in the platform, you can put the persons into
different person groups. For example, you can group employees of a company to different
departments.

Steps

1. In the top left corner page of the Client, select - All Modules - General - Person.
2. Click + atthe top of the person group list to enter the Add Person Group page.
3. Set the person group information, including the parent group, group name, and description.

<) Add Person Group

“ Add and Add Person Cancel

Figure 10-1 Add Person Group
4. Add person group.
— Click Add to add the person group and go back to the person management page.
— Click Add and Add Person to add the person group and enter the Add Person page.
5. Optional: If your HikCentral-Workstation License contains the permission to access the Access
Control module, set parameters of authentication via PIN code.
1) Click = to open the Set Authentication via PIN Code window.
2) Switch on Authenticate via PIN Code.
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E@Note

e When enabled, if the authentication mode of the card readers at the access points is also
set to Authenticate via PIN Code, all the added persons are allowed to use their PIN codes
alone as the credential for access authentication.

e When enabled, no duplicated PIN code is allowed.

e You can set a PIN code for a person when setting basic information for the person. For
details, see Add a Person Manually.

3) Set the PIN code update mode.

Auto

The platform will automatically reset all persons' PIN codes and apply the reset PIN codes
to the access control devices. The system administrator needs to notify all users of the
updated PIN codes.

Manual

The system administrator needs to manually filter out persons who have no PIN code or
have duplicated PIN codes, change their PIN codes and then notify them of the updated
PIN codes.

E@Note

The system administrator needs to notify relevant persons of the updated PIN codes in
time. Otherwise these persons' access authentication and attendance results will be
affected.

6. Optional: Perform the following operations after adding person groups.
Edit Person Group Select a person group, and click £ at the top of the person group list
to edit the parent group, group name, or remarks.

Delete a Person Select a person group and click @ at the top of the person group list
Group to delete the selected one.

E@Note

The root person group cannot be deleted.

Delete All Person Click ~ beside at the top of the person group list to delete all
Groups added person groups.

10.2 Set Person ID Rule

Before adding persons, you should configure a rule to define the prefix No., total length, and
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whether using random digits for the person ID.

Steps

E@Note

Once a person is added to the platform, the ID rule will be not configurable, so we
recommended that you should ensure the ID rule at the very beginning.

1. In the top left corner of the Client, select - All Modules - General - Person.
2. Click at the top of person list to open the ID rule settings pane.

Prefix No.

Total Length

10

+| Random

Figure 10-2 ID Rule Settings Pane

w

. Enter a prefix No. and select the total length.
4. Optional: Check Random to generate the ID (excepts the fixed prefix No.) with random digits.

Example

If you enter 10 as the prefix No. and set the total length to 8, all the person IDs will start from
"10", such as "10125454" (when Random is checked) and "10000001" (when Random is
unchecked).

5. Click OK.

10.3 Add Person

Multiple methods are provided for you to add persons to the platform. You can add a person
manually. If you want to add multiple persons at a time, you can import persons by downloading
and filling in a template or import persons from access control devices/video intercom
devices/enrollment stations. In addition, you can batch add profile pictures for persons, and
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import domain persons.

E@Note

Before adding persons to the platform, you should confirm and set the person ID rule. As once a
person is added, the ID rule cannot be edited any more. For more about the ID rule settings, refer
to Set Person ID Rule.

10.3.1 Add a Person Manually

You can manually add a person to the platform by setting the person's basic information,
credential information, and other information such as the person's access level. The
above-mentioned person information constitutes the data basis for the applications related to
identity authentication of the person, such as the access control application , the attendance
management application, and the video intercom application.

Steps

1. In the top left corner of Home page, select - All Modules -> General - Person.

2. Select a person group from the person group list on the left.
All persons in the selected person group will be displayed on the right. You can check Include
Sub-Group to display the persons in sub person groups (if any).

3. Click + atthe top of person list to enter the Add Person page.

£z © t v EvEvE N o=
Full Name D

V' All Persons -

fy-test Filter Reset

Profile Pict... = Name ID Person/Visitor Phone No. Person Group Credential...

? 6207154156 Normal Persor All Person: & x0

Total: 1002 100 /Page 1 2 3 4 5 [; 1" 1 11Page Go

Figure 10-3 The Entry for Adding a Person

189



HikCentral-Workstation Web Client User Manual

<) Add Person

Figure 10-4 Add Person Page

4. Set the person's basic information, such as first name, last name, and gender.
ID (Required)
The default ID is generated by the platform. You can edit it if needed.

E@Note

e [f the person is a police officer or a security guard with body cameras, make sure the
person ID is same with the police ID configured on the body camera.

e The ID cannot be edited after finishing adding a person, so you should ensure its
correctness at the beginning.

Person Group (Required)

Select a person group for the person.

iNote

See Add Person Groups for details about how to add a person group.

Profile Picture

Hover the cursor onto , and you can select from three modes to add a picture.

From Device

You can select Access Control Device, Video Intercom Device, or Enrollment Station and
set parameters (if required) to connect the device to the platform, and then collect the
face picture via the device. This mode is suitable for non-face-to-face scenario when the
person and the system administrator are on different locations.
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E@Note

e For access control devices, only specific models of face recognition terminals are
supported.

e For video intercom devices, door stations and outer door stations are supported.

e For enrollment stations, you need to set related parameters, including access mode,
access protocol, device address, port, user name, password, face anti-spoofing, and
security level.

Take a Picture
Click Take a Picture and then select one of the PC's webcams to take a picture.

Upload Picture
Click Upload Picture to select a picture from your PC.

EENote

e |tis recommended that the face in the picture be inthe full-face view directly facing the
camera, without a hat or head covering.

® You can drag the picture to change its position or zoom in/out before cutting it.

e You can switch on Verify Profile Picture Quality and select a device to check the quality
of the profile picture. Click Save to start checking. You will be informed if the picture is
not qualified.

Skin-Surface Temperature/Skin-Surface Temperature Status

Enter the person's skin-surface temperature and select the corresponding temperature
status.

LiNote

For example, if a person's skin-surface temperature is 37 °C, then you can select her/his
temperature status as normal.

Effective Period (Required)

Set the effective period for the person in applications such as access control application and
time & attendance application, to determine the period when the person can access the
specified access points with credentials. For example, if the person is a visitor, you can set a
short effective period for the person.

Click Extend Effective Period to show a drop-down list and select 1 Month/3 Months/6
Months/1 Year to quickly extend the effective period based on the configured end time. For
example, if the period is from 2021/10/23 13:30:00 to 2022/01/20 14:10:00 and the
extended time is selected as 1 Month, the end time of effective period will change to
2022/02/20 14:10:00.
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Super User

If the person is set as a super user, the person will be exempted from remaining locked
(credential failed) restrictions, all anti-passback rules, and first person authorization.

Extended Access

When the person accesses the door, grant this person more time to pass through doors which
have been configured with extended open duration. Use this function for the persons with
reduced mobility.

E@Note

The extended access and super user functions cannot be enabled concurrently.

Device Administrator

Determine if the person has the administrator permission of access control devices.
If the check-box is checked, when you synchronize person information from access control
devices, the administrator permission for the person will be retained.

PIN Code

Set the PIN code for access authentication. In most cases, the PIN code cannot be used as a
credential alone: it must be used after card or fingerprint when accessing; It can be used
alone only when Authenticate via PIN Code is enabled on the platform and the
authentication mode of the card readers is also set to Authenticate via PIN Code.

E@Note

e The PIN code should contain 4 to 8 characters.
e For details about enabling Authenticate via PIN Code on the platform, see Add Person
Groups.

5. Add credential information for the person. See Manage Credentials for details.
6. Assign access levels to the person to define the access points where the person can access
during the authorized period.
1) Click Assign.
2) Select one or more access levels for the person.
3) Click Assign to add the person to the selected access level(s).

EENote

You can click = to view information on access points and access schedules.

7. Optional: View shift schedule of the person in the table.

E@Note

You can click or > toswitch the time (month).
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8. Optional: Add the person to the existing face comparison group(s) which will be used for face
recognition and comparison.

E@Note

After adding the person to the face comparison group(s), you should apply the face comparison
group(s) to a device to make the settings effective. For details about applying face comparison
group to the device, refer to Apply Face Comparison Group to Device.

9. Optional: Set resident information to link the person with the indoor station and room number.

E@Note

® Make sure you have added indoor stations to the platform.

e Up to 10 persons can be linked with one indoor station. And a person cannot be linked to
multiple indoor stations.

o Make sure the room number is consistent with the actual location information of the indoor
station.

10. In Custom Public Information area, select custom information to be applied.

E@Note

Make sure you have set the custom public information. See Customize Additional Information
for details.

11. Finish adding the person.
— Click Add.
— Click Add and Continue to finish adding the person and continue to add other persons.
The person will be displayed in the person list and you can view the details.

12. Optional: After adding persons, perform the following operation(s).

Edit Person Click the person name to edit the person details.

ClilNote

When editing the person's effective period, if you have issued
temporary card(s) to the person, make sure the expiry date(s) of the
person's temporary card(s) are within the effective period.

Delete Persons Check the person(s) and click T to delete the selected person(s).

Delete All Persons Hover the cursor onto ~~ beside 1@, and then click Delete All to
delete all persons.

Clear Profile Pictures Hover the cursor onto ~ beside i, and then click Delete Profile
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Picture Only to clear all the uploaded profile pictures.

Move Person Follow the steps below to move the persons to another person group.
Once moved, the access levels and shift schedules of the selected
persons will be changed.

1. Select one or more persons, click 7.

2. Select the target person group to which the persons are about to
be moved.

3. Click Move.

Clear Access Levels Select one or more persons, click 1 to clear the access levels of the
selected persons.

E@Note

The access levels of these persons cannot be restored once they are

cleared.
Check Person Select one or more persons, click & to enter Check Person
Authorization Authorization page. On the page, you can test whether the person's

access levels and credentials are applied to the access control
devices, and video intercom devices. If failed to be applied, you can
apply them again.

Export Person Click [= - Export Person Information to export all the added
Information person information as a ZIP file to your PC. For information security,
you need to set a password for decompressing the ZIP file.

E@Note

You can check Linked Access Levels or Linked Shift Schedules to
export the additional information at the same time.

Export Profile Click [= - Export Profile Picture to export the profile pictures of
Pictures the added persons as a ZIP file to your PC. For information security,
you need to set a password for decompressing the ZIP file.

E@Note

To activate this function, you should go to General - System
Configuration - Security - Export Profile Pictures page to check the
Export Profile Pictures.
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Link Persons to Select one or more persons, click [ and then select an indoor
Indoor Stations station for each person to apply the person information to the indoor
station. For details, refer to Link Persons to an Indoor Station.

E@Note

e Make sure you have added indoor stations to the platform.

e Up to 10 persons can be linked to one indoor station. And one
person can only be linked to one indoor stations.

® Make sure the room number is consistent with the actual location
information of the indoor station.

Filter Displayed Enter a person's full name, ID, or card No. and click Filter to filter
Persons persons as required.

E@Note

When entering the card No., you can select Read Card Number by
Device to select a device to read the card No. For details, refer to Set
Card Issuing Parameters.

Manage Credentials

When adding a person, you can add the required credential information for the person. The
supported credentials include normal cards, fingerprints, and special cards. These credentials can
be used for the access authentication in applications such as access control.

Steps

1. In the top left corner of the Client, select —> All Modules - General - Person.
2. On the adding or editing person page, click Credential Management under the profile picture to
open the Add Credential pane.

3. In the Card area, click , and then manually enter the card No. or swipe the card on devices

(enrollment station, card enrollment station, or card reader) to add normal cards.

E@Note

e For manually entering, digits, letters, and the combination of digits and letters can be
entered.

e For swiping cards, you can read card information via the enrollment station, card enrollment
station, or card reader. For details, see Batch Issue Cards to Persons.
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A QR code will be generated automatically afte